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(54) mw<D&m *?ifc§ i is * zsm^mm<D*m<njttb cd h - ^ > uxmm ->x ^ a 



(57) [Mift] 

(DO.— if^A^SttJg, fKm^tlfc, ft«t^7*rj|ScgB®0 
^X^A/^r^HrXSft&Ci^-lffc^ffiU ?R 




(2) 1 1-51 1882 

f 2H ?n/cW^h'J>yn> T^te <£ M AIM n - K £ fQ ttiot 
a. £ £> 1 "D<DZL>\£ ^ — 

^tfM^^^^- hn— F^rMm 1 fc£0^^2^iftlft^|g7^I£n>t°:i~£ 
> «k r>* MIEl AiHS'J J±$£-T £ d i: J: t> > 13 £ #® £ , 

^ii*. fc g h - £ > I^XIM^ > h° a. - £ ->XfA D 
2 . mMW, 1 *5 J; tflg 2 OTOfe J; 0^^¥IW\ 



(3) ft S¥ 1 1-51 1882 

b. iltof-r-^A^U ttAirr^ i/Wt^ h U >y ^A^#gi:I» 

c. ISAIiBiJn- F^AAf-r&'>%< 1 oof-^A^?®T'$ot, m 

tn, it ^ 2 ^iB*go^fio 

4 . huIE; F ^ x r g[5 H a p 

a. ^-^^rW.f ^ / >^;< locnxfa-f^y^^-;^, 

b. f-^ $3 J; a' V 7 h ^ x 7^i«t ^i£pjf^ € U ^e>> a (5^ 

c. F U >^f-^*A^t5/Wt^ F U -y^X^ttgf i:, 

d. -r-^^A^-rs-r-^A^milx 

e. 7 t *i?Z)Vmm#-Yh. 

f. «wa«^i^ih-r^¥©ii. 



IBlc^Bo 

a. t 1 V> hV^7i-X^a- ;F<h, tusB^^F 



(4) 



1 1-51 1882 



7 . Ml 2 V7h^i 7* g&Stf, 

a. ¥^^P)Hi^-\i:^-^^Hf^fkt-§^i:, 

b. ^(Hl^f/UXF^/tt 

10. ffffSnyt 0 ^ — ^^XfA^\ 



Iisf<iil3^iE|gco^B 0 

a. iAfr S < t 1 o©; W t ^ h 'J -y ^ t y 7/K fSAHSlln-F 
feckLf/^^- hn- KMafc^fU ^i^nSs tgXf7 7^, 

b. f@Afr££>4>&< 1 ocD/^^ h U ^y^+)->77 0 7l/4ocfcm@A»j3 

- f mm $ n s , jMfws^x t- ^ ■/ £ , 



(5) 11-511882 

f . MA^IiBiJlc^-rs htcK^lz, Wcf?^^— F F^MfiSiJ^ti 
13. 7*^>h^>f7 ^ X 7 * ^ y htLt7^l/)!)WtP.n, M7 7 

r # y > h -y > ? v z x t y o a t x f - >y $ £ ic -g- a,t* v ^ it ^ i 2 ^ i e*£ 
^aiTfisijn- F^u ^ojgtc i f 

16. MfBit^X-x-yT 9 ;^ MIMf^W-r^»cD^tf)0H^---^?5:MHn- F 

is. itutsibixx^ ^y t/^ mmmm v 7°(omici&mztirzmzfflA 
(nmzMxmftte— Ffe^^tuia^w^-^ f u «y xx^ N mm^m^yy^m 



(6) 1 1-51 1882 

19. mZMftX7-y7ti\ i^/Mtth^^ift^B >X^>y y^^cg-t? 

20. mZMft7sT-v~7t3\ r-^j'C^Xfy^t, f-^^7-A^7t5 

21. tijfH^XT-^7 o ^\ tuia^-r^— hn- K^r^afb-r^c a^^c 

22. |g 1 MIAfr£>£>4>&< £: & 1 0<D^tu^$fi£ tlfcfg 1 ©/W^ F 

U *y ^y:7 0 ;l/£;. fSAHSLlri- FV^x^y F^ffl^Tffiiifc:^— ^TSTiiiJi: 
*5^T. MfiA»Jn- K/SX^-y F#\ MM A»J 3 - FV^x^y FfcJ; D si 

n- — ^^^2©/W^-p< FU «y ^^>7 0 ;V^-a-^^^. »feot, 

a. ^Xf-y^-pT, 

i . MJg 1 (DmAlc£%mAffiWfr- KOiiJRi:. 

ii. 1 <DfflAfrt><D/W** F U >y ^y-y-flKDAtlt, 

in. Mm i ofSA^ <k omiR-znrcmffiAffiwi=i- FK&omnznfcum 

Amm^- FV^X^y F coffia^r^ § d £ t, 

iv. 1 OfBA^I&^nfci^^^ F U y ^tJ-y^l/^ ilJR^nfc 

wyfiw, '>r&<<£^\A<DWi2<DmA\c&K>m&-zn, ixffiic femznrc 

v. LM+J->7 0 ;I/7b\ ^'>&< t& 1 A^2(DfflA^P)«>^< hfe 1 
^©Ixit^&^nfc/W^ F 'J >y ^^yy^^ib^TT^nUXA^icrL- 

T2d£<D&£>, Mm 1 Of@A^BcDMA^$nfc^-Y^-y< F U -y ^ +1- > y°Jl 

mmtKztircMAmm^- F^x^-y F«ifrr& ctt, 

b. 3M{S+gg5}<X^>y7 0 TfeoT, 



(7) 1 1-51 1882 

i . mm\ (Dmxic^^mm^nrcmxms^—^^xti-t^fitt, 

ii. mm i (DmMz&Q'U'** tv vzy-yy'j^XTj-rzctt, 

i . mm i ©j@Atc«fc d xtjznrcmmAmifr— Fic&vmwi^tizmmx 
n. mminmxfrztnmxti-ztirc/^xthvyzvyzfji'*, mxh^ 

23. 5Mf «gf X f 7 7«riic«l$ n/i^^; < £: l ocdm-t^-^ h'J^ 

mztircs^** h v >y t^yy°;i&£m$xmm^- V £<Dtmt, icx^x 
mxcom—Y^n^^, &¥mi& h-x>uxiiBij^>t° a-^i/xfAT'$ 

a. i: & l ocMytf zl — £ 

•7°;b43J;tff@A^J=i- F^gf^cAAi£^£, m l <DiKifM3«fct>*^^8:£ 

c. mmmmW:M7,7--jy o com{c^ mxic 7 >%< loo/w^-^ hj-v 

d . Mm 1 43 £ O'Mlg 2 J; > t? - $ icffismmir 

v^mm i ^xtfmmzmm^m^^m^y^^-^^tmm-r^. m 1 ©+a 



(8) 1 1-51 1882 

&m -a. fz i'i F - ^ >ux»j n > \£*. - # 

24. ituIE^ 1 fccfctf^ 2 ©iK^fc^tj^^^Sft^ 
^+f-y7 0 ;l/^iJXS-r§> l F U y ^A#3M3^ 

c . m\m^~ k£a*j?-3'>:&< tfe i oof-^A^fgt'Sot, is 
f u >y ^A^#©^/c«^^Ma^v^-rn^ iot-f*ft?nti^ 

lf^24tCfB«c©^o 
26. iff IS^ n-H^iT SlWn^ 

c. F U >^f-^*AMS^>Tt^ FU 



(9) 1 1-51 1882 

e. -tV v^/WIfStf— h t, 

f. n¥&m*ffi±"t&^mt, 

27. Huie^N-F^xTgPa^ .WMff^lS^^B^fi^Tl^, If^24^ 



„ fro 

29. fufH*@SfgM^Sfr\ lf^24^gS«C»^Bo 

fl^Tl^. lf5f<3l23^fBic^^o 

31. BufHn y\£ ol — $ is XT' l±£>\ 

a. 4>&< £fc 1 0<D*g^{IJ^tf a-^i/Xf^i:, 

^£ ^Mi^LT^, ^5j<3M23tHB«0^{Ho 

32. MAJt&mm^} — ^>%Uc|f$iJU ^ligiJ^SSIiE-r^^TfeoT, 

a. fgiAA^© / >^< tfe h v v ^^-^y^its^xjmxm^ 

- f timm $ t\ , mmmn^T v?t, 
c . m.mnm^^xT-j'f(Dm[z\\'m^nrcm^4^^ v v v ^^vm^ 



(10) tfimw- 11-511882 

h-T^-r-y ^XfiJD ^TXf7^JP)t^t^, s»^32lcfB^ 

a. mmmt. 

Ii^l32^f2f$c<TO?£o 

35. tuf2I£$5X^y:7 0 #\ SIIi^fS^m^^)^^tuS2rL--^^fin- K 

36. m$'iZtiM7>Tvy'£>\ MMMnmm^x^v7°(DmiMM^nrcmmmA 



(11) 1-5 1 18 8 2 

H^fflV^Ttf^n^o T^yhft-K (debit card) T#ra^K^MA«illB- 

f@A^ fglA^r^-trXLTV^^PM^^^iJt-^tSM^mrc^^U^-y h 
FScfcte rXT-hA-F (smart card) J &££>1 — X £ 0 TRT^i: 

Xfit ^-a- to-£fc^£<D&flra# 6 ft X -r A , 5»£5 £ XSW?Wctf& C 

tta^lttiia^^^^^o LfrU 1 — X>«, ^O^SCfcJ: f@ 
2*Tfc-Hn?{i&i/\, h — x>©IEMf%mW^l^©{@A7^ofte 

— F\ gs^ftfcvb- F, fe^Wi^^- F^£&t>cD-efe£ 0 ^U^yh**- 
KtiiA^iJ^- K (personal identification code) (P I C) ^f^fflb^tt 
fttM*.&^;tea6, f^#- F^fij2A^¥^Mo/t^, ^-F^^c^S 
Ct^t^o v>X -r A <Df?m<D ±$>fttf F - X > CtiaDECot^ 

3 ft 46, VkmZlsisv F#- FtDffiffl^miJPLM^Tl^o ^^Vh*-Ftt 



(12) f#S¥l 1-5 1 18 8 2 

b V y^mtffcU m^7°^^v?fi-b*lcnmWr^%n%mT (emboss) 

- bhiuriW F-^y^ffii^cgv^u ^oit h-^^^b^-^ 
tt^sn/ct Lxmn-r^t^o $-<zf<Dg?m&%>%o t^x(D^^fmwx^ 

— jsstc ^e>y h^-F«fiAiiS'j3-K (pic) tt&icm^z>nz>o f 

if K^H&iifi, nj^#^ActfT«%< P I C fe&J£*&g#*& ?K 

lt?fe5o LfrU *S^%>i»&ffl^T, ^&tc%#-F{£W^P>P I C^rff 
Tfc*A C©^Pf&^«, >-h >y tfy^e-zWcfeD, 1M»S^P I C5: 
SBIS-rS hn-r©7K^OJ:-5^^^#g®j31^Al/^ (automated teller m 
achine) t^ATMft^, CWP I C ^lE^fS V— 3^ > Fffl!^BBt,£ 
'lf$g^a (POS) f/UX, fei^-KMf^ATMTP I C^A^rTS 

& i:^o/i3£^^JI±O^MTfeo/c 0 {ti2<D^M£:LT&, *n^A. % 

tc % ^X^AXfSACM^IiSiJ/b^^nTt^l^/cfetcSm^^Xfe^u 
^ITi^o <:n?>©IM*ffx.(l S&gnx F^f B 120{t F;Wc{gi^-r&£#£ 



(13) 1-5 1 18 8 2 

Zis^V, vii j' ^ - ;l/ ^ >y -fe - «fc t/NIS ©'it? Mfi^lS <fflv^ntv^ 0 

£ *3 J; 5IJ@& £ tBc t)t>^nxMc<£oT, f«M o fcf@ Afe 

t>*«?^-;V (Sfcte, rE-^-;i/j fcL<« r e *-;i/j ) ^if^f^c^ 
*\ ^fcii#^©{@A7b^l^^^cD«^^ ^-fe-v^jMftfc L < Ji^MLfcfr £ 
(identify) ^Sgfra&S^&tfft^o 

x x f- a ^-fiv ^hI^h £ $ nr t ^ o 

£ ^ ,ii -r § c «^ # r* # 5 =i y tf ^ - x x t- a <& g £ £ n t t ^ 0 

< 7^-bXU XXX h£|l^t"5;fc&lCj^#G0Btj^ (proprietary obje 

ct) ^Rffwu, if l> ^■^^>i:^'a^^<^HWx§[> / x^A^i:^i:^n 



(14) $3W 11-511882 

7 p /l/*5<fcO : f@A«J:3— K£\ ^©{g]A«^T, giiXT^y 7°©f B 1ti|xl?n 

, A^n^W** hU^^^y^l/^o^MAIigiJn-K^litl^^^©^ 
fix., $S$^^-f 1 -^^X$5J:t;^^eU^> ? n.-;l/^rii^/c, — ^ 

feJ;m@A^iJn-KA^^B^, ^o/c/ufiaA^|W]-'l4^J^^nrcft> 
£n/c b^V^^a >fe£m^M^*X h^X^Atcj; DUff "T^'ft IS^rif 

co^J^W^j-rscii^T^So & □yt°a-^>'XfA(J:, IiXf7^ 



(15) 1-5 1 18 8 2 

W5/cfeti:03yb o a-^(cj;t)fflt^tl5gI[i, a) ^-K^xTgP 
<i:fcloW^h'j7^SSi:^ b) Wj^-^AAjU fajtaTS 
% < £ €> 1 ooffi^SIi:, c ) MAIiMn- K^A^fS^fc: < £ & 1 CHD-r 

ot-f*fb^nTt^, T—zxtimmt. d) hj^a^b* ^ 

;* hU -y^A^B^iaW©fc£>i:LT«JU hUy^A^SItS 
/c«?^-r- £ <D5^tt43 cfc £f I£g14^it^ S able {£, lOt-^ liBg ^-{b 



(36) 



1 1-51 1882 



> 7°/F £ , <o ^(DmAic J; D M£2 tifcfi A WJn- F i: ^SiT £ c tic 
£9, F-x>^<ffli^\ gfiW^fiA^iiSU^r^c £^£y 0 SiiXf-y 
^c&^T. flUAfcJu i/7fAOjlT, fgfl^n^W^ F V >y ^3/^1/ 
£^ fSAff^Jn- F£, ffim^-F t&&Mirz<i ZtiZo ^<D^ m 

ira f tftsm £ *u §itx r- >y us ^nrc^cDt tm ?ns 0 is a 

mXlctmi-r^rMc, fgXfy 7 0 tc:iol>Tl|i6P>nfc{@AO^m:3- F«, 
MA^MS££ftSo 

TsT&icmm&m^rzmAfrZM&ztirc'^** f u -y ^x^y^vt, ^© 

F U >y xx^>:7VF^it$5hr%7m^fro 

X^r>y Mct&^U iA©/Wt^ F U >y ^X-9->7 0 ;F^3 J:MAfi^Jr3- K£r 
^li-ty?-lcj;t)ll^n/: 1 ^Iz-^fllAmjn-F ( rp I cj ) 



(17) 



l¥ 1 1 - 5 1 1 8 8 2 



gZ<DP I CteMMTZ atomic? 2>o cntt, ^o/c/UiA^/^^ F 
U >y ^Ml^tl^. ^-^MUz^-ft^ iBtrrSfc:.&£fc>L^ (condus 
tive to) ^<O^OP I C^^y^Atc^-rS^tCfeV^TfeC^^nSo 
^Ofl, ^-^M-fe^-te, iRi^ftfcCftk^W:*;* FU PI 

c^x^y h%rcizyj]/—zficmc&&LT^&/^** hVv#t<Dtm**s 
v v ? tmMLT^zm&iciz, ^<dp i cti, frLi/MSA^t^fflsns-r 

-^^-Xtcj;Dfgie^n, giJWO.fcS&'W*-* F U >y $5 C % 5 7c 

<D*MMb7c;W^ F U >y ^X^f!^ £C£&<, l><ofrcDP I C^7°->3 

lEtiTcW, 1 F U «y ^it^^l/^ fiAIi^Jn- F^x^r>y F^fflt^T 

ffiM^-^t-^&^&^T, fSAHiSiJn- F^X^r^y ±IHfSA»Jn 
-F^x^-y F&c<fc9iiBiJ£n£'>&< t*> 1 A©^2 ©{@Afr£04>&< 
1 -DcDTJld: UXAfitycn.— — 2 0W:t^ F U >y ^^VF^-a"^ 5 5 

s Wi^^nSo £f\ MXf-y^Sot, a) IgltfXH 

A^cfc&t^n- F©«!^ b) ±HBm 1 (DM Ale ^^mAMWl^- KOIJ? 
c) ±E^10iA^P.OW^ h'J7^ty^/K?)A^fc> d) ±IB^ 

i com Aic & QMtRznrcmAmftfr- y c ie^<omm^nrcmA$m^- f^x 

^r>y h(DGLW%: ! Wfe'?2><ltt, e) ±HBfft 1 ccHHAfr £^£tifc' F U 
>y^>7°;F:§\ ±iail^^n/-d@AfiSiJ^- F/U^ry FrttcJ^tu^^^tl 

/c^-r^ f u vZvy7>\'CD\,^nfr£]fci&ir%<i£ic&*), ±ibh i o{@a 

taDA^^ti/c/Wt^ F U >y ^-9->-7°;F^\ £ l A©^2 0f@Atc 



(18) 11-511882 

^ ±32^ i ^A^^oA^^nrc^w^-p? f u ^^^>7°;i/^}iiR^nrd@ 

, ^ff^5j<X-r^7 0 TSoT, a) ±IBIfI 1 OffiAK «fc 0 ±H2jl*R2n/c{®A 
IiSiJ3-F^A^f-r^ci:i:, b) ±1211? 1 <E><@Afc:£ K>'^** F U >y ^> 
f^AtJ-T^Ctt, ^fS«S^X^>y7°^fe-^t? 0 Jti& 

Xr^mot, a) ±1211 1 ©^AK<fc 9 A#2nfc±f3fflAI8ES'j3— Kfc: 
cfc«SiJ£n3^AWJn-K>^x^y h%^t§ci:i:, b) ±f2H! 1 (DM 
AfrZfDAJjZtirc/^** h'J-y^-9-y«, ±taA^^nfcfiAWJn- 
F^x^-y htcfcnt^±IH / >^:< £ & 1 AO^ 2 ©f@A^P»^±9S / >^ < t: 1 
o<D*&*fl £ tifc; W * ^ F 'J >y * +f- >^;F £ MZT % <l t ic £ $ , I$S'M^ $ 

a) nvyK^I^n^tiSilttaot, W^^CS, ^IfX 

-r-v/^ b) ±mmm^%rci$±m\mbwmtztim^-£ti&, m^x^ 
c ) ±mm i o{@ a©»j fig^-r ztrc m% ^ , n» u - f #± 

l^T, 3-— tm % VI S AN E T©J:9^fficD3teL^co{SIiE^n/ir3>lf ^ 
-^>XT-A-\£pm 7^-bX'J^xxhWt§i:tWJn/ti\ £ 

^t, <i(Dn>ifa-^>/xfA(±, ^nTb^-ex-r^^tDfs^nfcn^ 

If^L-^^X-rA^- nftlOt^T cD/Sl^^a.— Jf {c o i > T fgfiE £ tlfc ; W # 



(19) 11-511882 
•r-A«, — +f tc3\j" LT\ ^-^TX^X^MS^nTl^v-X^AcDUX F 

, fSA^DU^XF^n/c^f^llfTT&o 

cin^tDn— KtD^ii, &z/x'rL.ic& vmmmT?-tx=i 

Aic-D%'p%:< t*> 1 ocDn- F^ttAti, MM? Z> & 5 Icffi&Z tiT 13 0 , 

, mtciozz < te^xu-rV yf'T—z er&to^ r^^isj ) ^w^n 
t°^-x^x^A^©rx-tx7b^o^L-^{<iH^$n^igmi:^:^o cma k> 



(20) f3W 1 1-51 1882 

&£^£±&£C£:tcMfr3&5^S^;£:£<-ro b-x>&, 

h — Zl/Z—WtimL. fete 1 ocDf@A»Jn- K^ffll/^T-T^T^jg'N^T' 

o 

r*K>, ^mcX^O, ccD^vte h^>*f?^3 VfflOlSfinx b&JcOT^I • 8+ 



(21) ^¥ 1 1-51 1882 

^ p. « ^H6 2 n x -r- a & # § — * t 5 i?o— tt^ii^ff -^Mt -r s c 

, zl— tffr\ Mattel? h-^y©J;9WW7^x^ h^pirWU JI^TSifc 
WW % ^ «fc -5 lc -f % n > ti° ^ — # r * -tr X li^ij ^>X t- A ^{±Vr § £ t ic %> 3 o 

T 5 -tr X ll^J is X t" A g= WnW„ *f§0j§ © ±S2#J j£ ^ocfctF^cOfffi 



(22) 11-511882 

milt, *f§0i!©i/X^A<OT-(?fe&o 

02te. f~^fu^yy^^zl/^~ (DPC) fe.fc^OrtgP'r— 

cfc t^fx^e ^ a — )\/<d m t s o 

0 4». U X h^^-T^/c 46©, MWh'J'y^XA^Sgfe 

i8(t DP C^^nt^x-^ia^bfe^t/^^^^/^-x^iliSU^n-trX^a 
|9tt, DP CtCfettSf*— ^Hg^ffc&cfct^—y >^0-l!X^t70-f 

0 1 1 fglA^flSUfe £tH@A^7 0 ^-r^- hn- K^t-Xo-feX^-rx 
n — ^ — h^feSo 

0 1 D P C&cfctffcS^frX'r-y X^IBc&Xu-trXcDMB&^Xn — ^--v 

0 1 D P C tfelt^^t'J ^XX h^t5UXt°>X7°0-tX07D-f 

0 1 D P Clc&tfZ'j^h^^Zisa ymmftWji / f<D^fo<Dyu-^ 



(23) 1 1-51 1882 

Ell 6{±, D P CtCfettS A TMr^f>> h7 ^-feXHtTifjfFO^^yo-^- 

m i 8 it, d p c tM§g^7 7 y z *Atii3&zfm?JcmAt}mftW}Y?<D 
wkcD 7u~ft- h t*&s,. 

la i 9ti, d p cicm}%&^&yTvzx7 i —$ft&xfm^&WT--#mftWi 

H2 0 Afi, m^W&V ^X h/^-y h^ffi^L/cia-efe^o 

0 2 0D«, m?W£MEU ^X h^^y r-^ffi^b/cEI-e&£o 

12 ltt, D P C tfctt^tf f ^M»(D^{*07a-f t - h ffe^o 

o 

o ~>XfA(t W^^M^^lsisy VT±}y>y (credit accounts) fr£>, 

HAy XXtff$K«s f@A£»JU ^l^tSnvif aL-^-i/XT-Art 
icfe^Tfe, */cn>tf oL-^i/XT-A^^cDn>if ^-^-^x-rA^afSf 
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, %m (authorities) KlilfSL/c D T^^MjWIIC P.ntt^„ 
iC/T^ntv^o H*6^ x-^r/n-fev-v^-t?^- (DPC) l fi; v>< 

7-^4Cii?n, cn^iiff-r^o dpc^ ^jc^-t^-sic ^<o^ 

fSliJ^H/c LTt^£<DK:ftU y — h ^ x V > 6 $ ^- X (031*0, 

giJ^iCf^OffetD^^ty, ^i. — +f — <D~$~^~C <DV ^:nX h%mftT% 
SfiJ^r^/cLTV^o ^r— h^x-T^i/^^^fc, MACM^a-yW, MD 

^^rfl^-^ocfcri-xV^yx— ^ (de-packaging) t* £t£fiJ& Hfc-To PGLt^i 
-;H Ofecfctf I ML-ti^oL — )1> l Hi, il^fiAfMn- Ffej:^W^^ 

fe^VW^ h U 7^XX^^t- 1 3, K&SWiP I N/W F 1 

fr\ JiS&X^x— #0»J£ LTf£fflT£o /W^"^ hU >y xXA^fv^X&£ 
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— X, <<y$ — *v\>, ATM^7h7-^, ££WiX. 2 5<Dj;9^ Ell 
F 1 9 15 J; w h U 7 ^ XA^lfV^ X V 7 h ^ x 7 1 J; § 

o^X©7n>y ^STfeDx ^^-tr-v'ISfiEn-F^- (MAC) 2 1 %m^fc 
UKPT4-f-^2 0 0fffl^LT^o HI 8 fe^tfH 9 DPCTOfi 

o 

/W** F V vt?Atl&m (B I A) 

tDftiiJIfflxy-f-^^Y (controlling entity) «t o X^^tl, CftfiB I A© 
X, — f*§y'€gg/y-7Vl/7^H£ CT&fo^ TCATVJ ) /77>y^X, 



(26) 
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— £ Of&fc^ TPCJ ) , /J^ ATM, H®, -T>^— (internal) 
, ?£ff#, fc^tfllSU^-h (integrated remote) #&5 0 §V7h<)i 
y^rn— Kf3^ ^(Dfflj&Dfctf^nv^ KO-tr >y h TbMUKSti 

m%MPk-fZ>fziblC^ DPCtt^B I A(^'£DV7h7x7^7^-^n-F 

B I Atf)MtM>^-7i-XWL( KI^ftT^Sfctf), B I 

£ — ^;W)U^yf£ % /^-y^;l/3>tfj. — 2±!?m{ / f^'Z>V7 F7x77 

x7/77h7x7^XfAKfm o ^^(D^McM^^-f, H^fft^ 
ntt^j:tvUt^ h U y^m^M^'tB I A«%1> 0 ^3^<E>&^B I A 
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f* f t $ n /c t^v w x & , #i x. ^ a t m ^mm co & ? % # - ^ ^ ;^ g f* m ^ 
at^ntt^o b i Ait i/^^s^gpoy—xtcT^n, mmom^it^- 

B I A^Er^V 
B I A 

m^TM*. ffiM-^Jz.—fr (Ttefr-ta, xVb^^y y^eS/jx— ;l^) , ;^ 

, LCDX^'J-y) , Sff^-b ^'JW-h) , ^IE&^ 

vim 

B I A/y-f-VUX 

(spread-spectrum) ? ^ UXffifH^^— ;Mc«^frofctI«^> 0 U 
Xb^yPOS (point of sale) (C&l^Tffll/^tX&o 
B I A/ATM 

B I A/Catv 

C ATV'Jt- K ^3<HZSyr ^^^iyyictoh^rm^^tl^o LCD^tfP 
I C^y F^X — ^j~Jl(V— g|5T?&oTB I A©— gimi & ^ #) IC , ££fCr|f 
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*§<£Mg3XM4 (low-cost nature) (DfMC It-b^a 'Jf-f )d^V\ 
B I K-try h>< >y-fe— v> 

B I A/ATM 

7^^yh7^-bX (Account Access) 
B I A/Catv 

MMM^l^M (Remote Transaction Authorization) 
B I 

^^T^X^tJB (Secure Fax Submit) 

$i77^Xf-^ (Secure Fax Data) 

^Iky 'T ^ Xiitii^ (Secure Fax Tracking) 

^XJ|XD£BL (Secure Fax Retrieve) 

&1f7 T & Xl&g (Secure Fax Reject) 

^.^~7 T ^X7 — (Secure Fax Archive) 

$^7 7^X^MIg (Secure Fax Contact Accept) 

Iz^^y T 5 7.m.M&£ (Secure Fax Contact Reject) 

F^a^>h7- ^^yt^L (Electronic Document Archive Re 
trieve) 
B I A/I*lg|$ 

fiAOTOJ (Individual Identification) 
B I K/ltu n 

f§?T#;W^- ( I ssure Batch) 
B I A/P C 

HE-p K4^o. ^ > hfiltrj (Electronic Document Submit) 

S^F+a^ybf-^ (Electronic Document Data) 
K^a. ^ > hil^ (Electronic Document Tracking) 
F^n.^ > h^LO fctib (Electronic Document Retrieve) 
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11-511882 



K^a. ^ >" r-ffiS (Electronic Document Reject) 
S?F+a^>'h7-^-l'7 >> (Electronic Document Archive) 
If K+a^yh7-*^7*tDffil (Electronic Document Archive Re 



{$Hl£tl7cJtM' (Secured Connection) 
B I 

flAOli^J (Individual Identification) 
/^^^"^ h V V ^Sii (Biometric Registration) 
B I AAJn^ 
?X§l^f§ (Transaction Authorization) 

ffl^ t> £ n V )]/ =?• ^ y *J ^ - ;1/ T? & % o HI V ^iE2£^F nj >r - X 

B I AY;^f7 7^i>a-/b (^^SftCfel^T^ 

• ^>>; 7;^:7°^-t:>y+^ 
• P I C/W K7*D-b7^ 

• L CDX^U ->7°n -tr \y "9" 



trieve) 





(Network Credential) 
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• RAM 

• E E P ROM 

• ma cmw^^y^v 

• D U K P T^f 17^77 U 

• des cc b s mmt^^y^v 

• Base-64 ( 8 If >y F £ MM#£% A S C I I ^(D) 3V/^^7^77'J 

• v"J7^7^yf/WXF7^^ 

• L C DfVWX F^-T^ 

• P I C'^y Ftv^X F^-TA 

• X^ttfVWX F^-Y/^ 

• :x- — F^niyii^J (identification) 3— F 

• ^ )\s?--mWiy°X3~7 r ^ ;V 

• nji-^ D U K P T^ttSt (future key) -r— "7*;!/ 
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• a- — ^112- tTy hMACi 
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• D S P/^^ h'J7^p n n S (biometric quality) ^T^df'JXA 

• D S P/W*-^ h U ^ ^3— Kfb (encoding) 

E E P ROM^*5t>TSS1S$n§o E E P ROM«, ffJJUltMS^ 
t^fS^So (EEPROM«\ yi^^fc*5^T£tf[|-t?£5) 0 

• Kffc^ftfc/W^;* h U >y X lsZ?7s& (Encoded Biometric Registe 

r) 

•PIC (PIC Register) 

• 7io*?Z/ Y-^y^v ^X3- Fl^XX (Acount Index Code Register 

) 

• ^ h ;H yf 7 ^ X 3- K U^X ^ (Title Index Code Register) 

• /Y^y hl/^'X^ (Amount Register) 

• F^a^yh^Pi/X^ (Document Name Register) 

• P I C-^U-j^m (P I C-Block Key) 

• T^y-tr— y&t (Message Key) 

• 1^X4"° >X$t! (Response Key) 

• ^W-tr >y 3 >it (Shared Session Key) 

• if$SB-fe >y ~> 3 >H (Private Session Key) 

• SrHfflb-^X^ (8 General Registers) 

• 7s$^ ^^o^XS^ — f^m (stack and heap space) 

^ tl^f tl<£> T ;l/ ^ ^- >y 7°^e ^ a. — Jl ti , 7 -7 y> a. R O M CD SJgJH tf C^l/ ^ T ^ 
nj$fc-tr>y h^n^. r— fM<DW^]&fr (write-once) J ^'JO^r->3^t 
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7h?nti/^%sn ^ott, b i a ^n— f-tsc t^m^-t^. coyjm 

• B I A"?;bff -y7°t^a-;l/ (B I A Multichip module) 

• C C D^>W--7°U y hX+^t (CCD single-print scanner) 

• ^S^tH+M (capacitance detector plate) (^W^W iC&^T'AftO 

• fflfflZtircP I C^—J^y F (lighted P I C keypad) 

• 2-7^>40-*7i.LCDX^'j-y (2-line 40-column LCD scree 

n) 

• R F is—fr F (R F shielding) 

• ^FlEB^^^nrftg^^r— X (tamper-resistant case) 

• v"J T;Un^^->3 > (57.6kb^-e) (serial connection) 

• 7V— ^Mfcrj^— F<73ir (breech detection hardware) (M3M5j v ^^$5 

(thermite charge) (^|£5j v S? iCfe^T^ftl) 

F^a:T£;J;l/v:7 F^xTte, {£ll£ns 0 COC^ti, ^ti£>#\ ^ti?>cD 
o ^Ofg^^-tr^^U-r-r^^oT^M^JTfeSo B I A© rfg^ 
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*£tfjb/ciHc^ B I Att, 777i/aROMtCfe5, l^%£^T<D$tk:oi> 
T'IS&fB j'ffy-tfu (emergency electronic zero) ^Mlf Vv ^^D^Ktz; V7 h 
^x77^77U^TO^T^t§ 0 (breech) Wy>y 

Kti, S^^-O^if (Proprietary) %mW~£tl& 0 

B I A©|g^:£% (supersecure) /V- >##£U Waot7'J- 
^ (breech) ttH^V'yFU ^ili^ V y K^ngft^itT* < f 7 ^ 

B I Aa-F>)i7 : 7^tl/X€f;l/ 
B I Aa- F^xTOy^tUX^-^a ^gP2/UT;l>#— h 

• F^a^y h^l-^X^ (Document Name Register) 

• ttH-tr >y 3 >SI (Shared Session Key) 

• fcBSf-tr -y v' a Vil (Private Session Key) 

• ^y-tr— v'it (Message Key) 



(34) 

• ^>U7^h (Serial port) 
- ^\lT^7"f- (External antenna) 



11-511882 



B I Aa-K>)x7 : ATM (Sl/j-r^— Tiy» ^'jV 

VhX^-Vt (heavy-duty single-print scanner) i: v"U h t fcllg-n- 

^f*©f§3sf£, A T niftlcfev^fttSX 'J - yfe K^r 

-So 

• / Y^yM/i/X^ (Amount Register) 

• F + a^yMiL/i/X^ (Document Name Register) 

• *y 3 >St (Shared Session Key) 

• SB$f-tr w a >8i (Private Session Key) 

• ^ y -tr — : (Massage Key Components:) 

• mmZtltcP I C^— K (lighted P I C keypad) 

• 2-7-Yy40-7J7ALCDX^'J-y (2-line 40-column LCD scree 

n) 

B I A / v : MMi/ CATV tr/b 
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B I Aa- K->x7(Df Ig/C A T V/^-^a ->>^;1/-^U > h X^ 



(single-print scanner) £i/V 7 )\/#— V t icMn^tlTc ~?)]/=f-=f-y Zf^Ei? a. 
vi/Xi^H-f^r^XtfA^K "^Utf^a vy^E— M£> CATV 

x h -rv ^ x t ^-f*fk-e # s £ a fcMia £ n§ & 0 

• K^a^yhlil/v'X^ (Document Name Register) 

• ^W-fe »y v' a >Si (Shared Session Key) 

• *y a VSI (Private Session Key) 

• pW-tr— v^Si (Message Key) 

^>^y : 

• fflfflZtircP I C^-/W K (lighted P I C keypad) 

• 2 — •^-i' >40— 7j:7 A L C DX^'J-y (2-line 40-column LCD scree 

n) 

BIAV7 h7x7 
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BIAV7 h^xznv^ F^>^-7xYX 

^•n^nOB I AV7h9X7n-F (software load) WlY?<0^teZ>*. 
'vFWt°-Kt§ 0 m*-lf. /J^n-K (retail load) fi, lU>j\/l<&r£^te 

— 7^ f£tln— F (registration load) fSAOIigiJ (identif 
ication) & «fc Of/ W # F U y ^^^^rit^— F "T^o 

^T©B I At*— ^^-^Kfi, ^FrI&E&A S C I KDJ&mT&Z), 

fsmm^v^m^nrcy^-^v, ts&mn.m^m (newiines) ic^^r^m 

■ZtltcUn- Kfc^ttSo ^{fcSftfc^-r— /I'm, base-64^^^7^ 
U^fflt^T64-tf h A S C I II^I?n/c/Wt'J^§ (cn?>tt^ 

MB I A(i, TGet P I Cj X^^\ %if%£>, P I FtfTfcbttlfZ 
ntt^i^^o ^©^^ ATMB I A&, TSet P I Cj nwK^ 
^ — F t"§ 0 

mmwn : 

n v >- F £f ij t> T tifc f$»^7 L /c 0 ^ ©<Mfc£hT S * v -tr — ^\ 
Ok : 
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tcom : 

fnfn<03Yi/K^ ^tliC^LTOM^:, #£cDffi01yXt°yX3- 

m^m(D^-y^-^^m<orc^ct^-t 0 commit lcdx^u- 
ymm^m^ii, ^rti±icm^ri^o commit, x-r-^x^y-b— ^ 

OTOH T> K£>3I3& (argument) UXHCfeV^T. <> ©^^{i^O? |g£ 

Set language <B"l§^i> 

CCOn^>F« N n— ^ATJ^t" (prompt) fc#><D, B I A^X^mt^tl 

Get Biometric <W> [1^1 2^] 

CKDrnT^Kte, B I Ate, ^X^-V ^£rffKj£-t±T, (SA^^Y^ h 

o 
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rint quality algorithm)lc«fcoT J !Hl^# t &£*l&o < % 

t^i^i, B I Aii <R#Pb1> ©^H^-r^^-^fTbl^X^^y^:^ *)WitfZ>o 

o 

*^p^M7;^n U Xi^^X*^ >®iftg£JtM (affirm) "TS ^CD|¥ffl(min 
ut iae)^??F^l:r 'JXAKioTitil^nSo !$^c+5j v %S^M#-r £ 

y^KicM.^ nmt'W** h y 7^^^(ati5„ -r&£, b i am 
> ^ jiff 4» t? ^ -r h ttffiff ^nso 

l^l^W:** h U v?Atlt)m%:%nm%m (encoding) ^frftTCtlcZ 
<9 x #tcAftfc (capture) B I AOElf^tn — K^fgML J; 5 ^"T5#<Df^H 

Get PIC <B#(H]> 

CcDnwKte, B I A#^— ;W KA^Oi^D^fr 5 £ ticioTP I 
C Ui?X$%:m&bZ>£ t^^-TSo 
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P I CAj]»7t^^ ^t-v K77hMTt§o 
Get Account Index Code <B#fHI> 

Get Title Index Code <B#HB> 

f:?\ r^^:/c(7)^-f b;W VirV ^X3- F^A^J Lt^5> <x>£-> % 

fete ttaotfS©^ l o^i£f§c i:^t§ 0 j #£>^ 
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Validate Amount <^gi> <B#|HJ> 

Validate Amount n V> Kta, r^gg <^IB> OK?J (D^ y -fe— — ^ 

tax > # -) # # y^m-r <r £ «j; »3 ^fi^r^ig-r nta\ i^x # # <^ 
> c-b7^w„ <mn> fata, $ij«^x^-x^^coi!ffi,\ 

;^^>W?n5o 7uyy°hti^7-r%k, ^T©7^h«T^n§ 0 

Enter Amount <B#Fa!> 
Enter Amounts v> Fta, r^g^A^ ITT^V^J ©^y-lr-^-5t 

mci^ Ln^LCDx^y-y±tti^t?.„ fSAta^c K/i^jp&g^ 
T*x>^-L*ttn^p>^o i>^-^nfc^^ta. lcdx^u->± 

Validated* <£ffc> <H#IH> 
Validate Document n v> Fta, T^c* <£$fc> OK?J O^^y-tr— v 7 ^^ — 

x Enfi5iMf^Ascii^'e^nta , ^^^i/>o yn^h^tTi^^ tai\ 

Assign Register <Uv?X£> (r+Xh) 

assign register r3T> Kta, ^Jtl/i- IS <l^X£> (f^Xh) 
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Get Message Key 

Get Message Key3V>Fk£, B I AiC, frJAU^Bfl^ v -fe— v^ii/jnLfc^ 
tt,fc<£>* y -tr— ^^Bg^fk-rs/ci6fcSiJ®I^- K^x7«t5, 5 6 If 
>y h7>WM?t5o 3£J«n/cit«, 1 6j§|j(y*-T>y F (M3f£^ 

c y~uy ^(c3i/jp^n^ 0 

Form Message <^^CfmW\ I F^>"*f ^>3 > I 7*^>h7^-bX. . .> 

Form Messaged WF«, B I ^46fc^T<0'lf ^#t?p< -y -fe—^ai 

##Hr>y h^tiTl^^n^\ B I A«x^— ^3M1" 0 # ^<D:n v> F-tr >y hV 

7b^i7^ b i a ^ef;wa o t h©^ 7 t-^^jfM^ n#§ A^)^ 

*5<fct>\ -r>^U^>F-r^^-^r>'X#^^-g-A,-e(/^o ?^fS3-F«. 
Tl^SB I A^DPCWU SA^J^Cresubmission attack) 

B I DUKPTlfl^fA»>T, ^It^-TVl^e^W** 

MJy^-P I C 7u >y Zftgmt 5 6 tf >y F D E S it^M^T £ D d ©Uti^tc 
, Bf^ft^ny ^^-i^ (CBC) (cipher block chaining) ^fflt^T^ 
FU >y^-P I Cyuy?%ms%itTZ>rc&lzl%mi£ft& 0 UX4-° 

f± : l/X^y7l^;Wt^ FU-y^-P I C7n-y^Itt, ^fffcfi^Tfe 
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B I A-P I C:/n<y ^cD*Pf/£-7V-;bF : 

• 3 0 0/^ h&M'W** hVyt? 

• 4-1 2ffiP I C 

• 5 6 try F l/X^>Xi 

• 3 ^/F% 5 6 If >y F -y -tr- ^H] 

±T<D^ittf^TT%£, B I Alt ^y-tr—v^c^n-K (MAC) fc£ 

MAC7>f-;HU B I AOi/- X U>y F 1 1 2 If >y FD E SMACM 
^Tttnzn, 1 Sg^?)litt^TO^TO^>y-fe-v ; y^-;l^F^^^--r^ 

OJifafc&frofcC D P CtcMLTf^fiE-r^o 

Form Messagen^y F^ff ^tl§^, B I A(i, rD P C ffy^iIISbT^ 
^^J <yHz— ^x-^;Wc^D, LCDX^iJ-yCfecn^U 



Show Response <Bf^fbUX^>X> <P#fig> 

Show Response n W Kfi, B I Ale, ^cDEiffitf) UX^VX^^fflt^Tv'X 
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Validate Private CiM^it^ tirzmm&m> <B#[tB> 

V - X £ <D p^y -fe - y ^^fottra-r S £ -5 tcfeli-r § fci6tc N x - ^ ^/Wc 

Validate Privatenvy F^r^TOo/c^, B 1 A(i N ^ U> >y -tr— ^ 
^Xh^ TOK <^U>>?> ?J 0«fc-5tc L C D±fC^"T5*^ X- 
^-tvMckicn^jM^^o i A^f 1 1/ y >>^Wx!jttS0i] L /: t f , UXsHv 
X#«B I Atiot»7 VSt^ffll/^THg^b^n, 0Kl/X^X3- 

f £ i: & x - ^ ;i/ ^ }g 2 n & o fi a # ^ * u > w mmum % l % ^ o 

b i Afi, l c dxx y-^c&gt^n^ rs^/c^u ^XX Mc£ t) 

X^Xzi- F^jM-To 
Reset 

Reset :n V > Ff3\ B I Ate, ^TO-^l/^X^ L C DX^U-y, 
(D-mWMUi/X5%5VTL, ^TbTi/^nTtgf±0$»^^TcD^-/^y F^ 

Set PIC <{ii> 

CCDnv^Kte, B I A©P I CU^W* <fii> tcfiJO^T^o S^c^n 
T^%Wnon-secured)=gB^P I C ^H^-T S d t C t «\ ^i'Jf 

Set Account index code <fji> 

C<D3V>Fte, B I AcDTfj^yh^f y^fy ^Xn — Fb^X^?: <fg> lc 
111 0 M3T% 0 &±lc £ ft T t ^ I 7ij-)>h^Vr^X3-F 
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Set Title Index Code <fif> 

C(D3T>F«, B I A ^ -Y h ;K >f 7 ^ X a - F ^^X 5? ^ <ffi> tcfij 

set&m <m> 

iKDnYVFti, B I AOtlWX^^- <fii> tcfiJDST^o 
Decrypt Response <^mt^tlfcU7,^yX^ >y-b— >>> 

Decrypt Response K s B I A£C N -?-(Dii^cD bX*>Xi^ffl^T U 

B I A V7 h>)x7 : h^-T^U 

B I AV7h , )x7a, ^<^OS*5V7 h^x77^7*7'J tiot^ 

t°-Fm *(D\,><~Dfrtewm&}. -m^mmmr^^y^w^tK 
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■fe + a'Jf^ ;£fif H £ f £ ft 46 . SL!&fg£Sg T ;V df U X A £ t T >V rf U X 

d e sm*^j%T%rc&(Dmmm&mm3LT}i'3v xa«, ansi x 9 

. 17, appendix C C^tZ&ffilClS^T'Aft}) ^^i?ntt^ 0 
D S P/^3r* h U >y^^7;l/3'JXA 

;W h U >y ZftmtTJlzf VXL.lt, AiOM±©> -5 te(ridge)<D££ 
fc> t) /c & £ Zffrmc <fc o Tff^c f¥ffl ^ JTT ft 46 © . mm <D (propr i etary 
)7/WUX'i^?.o HiC^'JXh^D P C F*9Kl U77 U^X b ITfe 

h >y ^wm^o^xsmm^n-^^m^^x, nmtr^^v xm 

n 

XfAtt, ^e*^SiJ DjA^C interrupt) t <0 , ^X^§X^a-U>^t 
CCDX^ttf/UXH7^;^§o ^-F*>xT&, rp I C;vyK+- 

^#^n/tj *p rc c Dx^^i-(Dx^^y^TLrcj teEo^^h&MT' 

D E SHt-^-fb^-l'7^U 

D E SWy^J^f->3 yfi^Ofe<D^V^< 6tU§„ D E S(D-f 
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>ZfV is 3 5 6 If >y bis—? YWtm^T, W-JCfrZ^JC 

Public Key Partners*^ A^Rl^T^So 1^$M^>XAA (P 
ublic Key cryptosystem) nXhAWS^-^l/y r-gtO^^>&!g£t" 

de sm^m^x^^^—v^mft^o b i AMi»t^>xAA;£ffi 

^PlItv'XAAte:^-^ W M^fAiO &AX h##f^ 

3S^(credential exchange) Jcffl I \ l2^(secrets)CDSMS#t<:ii;fflV^t> 0 A 
-y b7-^^'Jf>S't/^Mt5» x x>Ka- tf— -f@A*5«kr>*filtf O 

-^w@Ao§i£ij%e>mc, ga^&M (to^tcp/i p v-x&^o-'it 

9ct°— b (destination port)) %Q15~$~Z) 0 
D U K P T SlWiS v << r?*? V 

^/h^y^f^^a^ (DUKPT) mm^m^X, If©DESi^Mt§ 
o IfAOiBA &&M^*-7Mcfeffi-$?iX^Z 0 hZMli, l^ofcA^fflSn 

fc46o^jcffli/^ns 0 Hot, n#j<D$t«B i Afct&Sifl£n&v\> 

5„ ccDMprrshc^A feb^^T--7Vv^^^<^^An^nr^(d 
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fcfig&rf— ;l/-C&5 0 DUKPTtt, ANSI X9. 24 (M^^SJCfc^ 
DUKPTttttfei:, rtf-y F# — F (debit card) F y*T>? i/ a ym<D, 

mmth^y^fz^B i^mm^T, p i F^^cAn^c^Bf^fta 



p i c^mm^mm^m^-^ctit, rti^yv-ry^ — pi c^r^x 



X^fctb, DUKPTWt§o 

BIAV7 h^i73Y> F-tr>y F 

B I AV7 F7X7 : /M3-?>Ft7 F 

B I A//J^V7b7x7^>^-7i-X^ #^©/J^P 0 S ^-^t/b 
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• Set Language <B"f§ — 

• Get B iometf ic <B#W> 

• Get PIC <B$m> 

• Assign Register (l/^'X^) <fii> 
. Get Account index code <^pf!U> 

• Validate Amount (TT^yh) <B#f?C> 

• Enter Amount <V$ffl> 

• Form Message <^^"7°> 

• Show Response <^mt^tltc UX#VX> <B#r B 1> 

• Reset 

B I AV7 h^iT : CATV (— Mk^n^U ^6— h) 3WK-tzu>h 

B I A/CATVV7 b^X/^y^- 7i- Xli, ttlS/C ATVBIAfc 

^^ift^atf-rSfctotc, BIA/CATVtt, ^3 K-tr-y r-^j« 

• Get Biometric <B#|^> 

• Set PIC <t^X h> 

• Assign Register <l/^X^> <f+Xh> 

• Set Account index code (f^Xf) 

• Form Message <^-f"7°> 

• Decrypt Response <Hf mt^tlfc l/X*>X^ >>> 
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• Reset 

BIAV7 h^J^T : -»n/c7r^Xn7>F-t!'y F 

B I A/77^XV7 h-7i7^y^-7x-xa, 77^XB I A £.— Wit 
2 fttc X - ^ t/W^XfA £ fgKfPffilT £ d £ £fpT n ^ > K-fe >y F * % X 

f -r § o ^-h^§o 

• S^XT XXlf £ii (Secure Fax Submit) 
'$^7 7 7Xf-^ (Secure Fax Data) 

• %c.l3~~7 T XXiUjfSfc (Secure Fax Tracking) 

• S^7 7 XX3XD£bL (Secure Fax Retrieve) 
•^feXTXXjgS (Secure Fax Reject) 
•St7r^X7-^7 (Secure Fax Archive) 

• S^XT ?Xi§rftgfg (Secure Fax Contact Accept) 

•^^X7^X|^j}gS (Secure Fax Contact Reject) 

• H?F4^^> h7- iJ^T^L^^X^ (Electronic Document Archive 
R etrieve) 

Ztl^CDWlft&mt-jT&tcZblC^ B I A/77 XX«, ^£D37y F"tz w F^ 

• Get B iometric <B#fH> 

• Set PIC <7^X F> 

• Set Title Index Code (f+Xh) 

• Assign Register (L-^XX) <{[!> 

• Get Message Key 

• Form Message <^ ? -fv' 0 > 

• Decrypt Response <^mt^tlfc <y -tr — v>> 

• Reset 

BIAV7 h7x7 : fgnv^ F-fe-y F 

B I A/Reg^X-Xx-Xte:. Mffl3>b 0 a.-^^f@A^»Jbgii^§ 



(50) ft^Jp 11-511882 

• Set Language <"8t§ — £,> 

• Get Biometric <$$ffl> I 

• Get PIC <B#H> 

• Assign Register <US>*X^> (r+Xh) 

• Get Message Key 

• Form Message <^^f"7°> 

• Show Response <B^§{t£flfc l/X^>X> <H#K> 

• Reset 

B I AV7 h^x7 : PC37>F-byb 

B I A/P C V7 F^T-f^ — 7i- Xli. rRffl3^tfrL-^^m?K^ 
n.^>h^^D, §IL, mf F^j. F tcg^, U ^7h7-^tl3fcoT 
^3l$£r}f}?U ^7h7-^±©^h^Wt^b'J7^-itll (biomet 
ric-derived) ^ U-r^ ^-wl^iH^f S £ t^tfT u K-tr >y h^^^Xtf 

• IfH + a^V hSttti (Electronic Document Submit) 

• Hf ^ > F "t— % (Electronic Document Data) 

• 'fti-p K 4 1 ^ >" F jJIS^ (Electronic Document Tracking) 

• HfF^^y FJ&DtfiL (Electronic Document Retrieve) 

• If K4=- o.^ V FJgS (Electronic Document Reject) 
•If F4 : a^yf7-^-l'7 (Electronic Document Archive) 

• If F4^^>F7 — ^-f^lXD fctJL (Electronic Document Archive 
R etrieve) 

• IfWI:^/^ \y 3 > (E lectronic S ignature Submission) 
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• WL-f-^a&^x. \y *7 (Electronic Signature Check) 

• isPSIX^I^fg (Remote Transaction Authorization) 



(Network Credential) 



• \%M^tifcWiWl (Secured Connection) 

• Set Language <B"Sn — ^> 

• Get Biometric ^PeS) 

• Get PIC <B#R§> 

• Get Account index code <B#faj> 

• Validate Amount (r^^yf) <RtHg> 

• Enter Amount <Btfa1> 

• Validate Document <^&> <B#5fl> 

• Assign Register <l^X#> <f+Xh> 

• Get Message Key 

• Form Message <^-i"7°> 

• Show Response Of^h^tlfclS^) <B#fg> 

• Validate Private <Hi^ffc£nfcW$Jtt»!> <3#^> 



B I k/ I ssV7 h l >X7^>^^7x-7,t^ iHffl^ > fcf i — # S»y ^ 



• Reset 




• Set Language <ai§— ^> 

• Get Biometric <B#H> [T^-fT >J I -fe^^U] 
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• Get pic <mm> 

• Assign Register <U> ? X^> <fg> 

• Get Message Key 

• Form Message <^-Y7°> 

• Show Response <Hi^-fb£tl/c UX^>X> <R#^> 

• Reset 

BIAV7 b^^T : rtgpnvy F-tr<y h 
CtDlMl^llfrrSfc&Jc, B I A/Int«, ^CDnWF-fe-y r-^ifW^ 

o 

• Set Language <B",1i5— £i> 

• Get B iometric <B#Pe9> 

• Get PIC <B#fS> 

• Assign Register <l>v ? X^> <fil> 

• Get Message Key 

• Form Message ($4~7°y 

• Show Response <0^fft£nfc UX#>X> <B#p E H> 

• Reset 

B I AV7h ^x? : ATMnvyF-b'y h 

B I A/ATMV7f7Wy^-7x-Xlt ATM2)M@A£r»J (iden 
tify) t § c n "7 > 7 h ^ X h t § 0 ^©ll^tt°- F 

C^RMt^MrT^/ciMc. B I A/ A TM(^(D3Yy K-fe *y h^^f#t-T^> 
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• Get Biometric <H#m3> 

• Set PIC h> 

• Set Account index code <T"4^X h> 

• Assign Register <1>> >, X^> <{fii> 

• Form Message <^^y , °> 

• Decrypt Response <Bf mt^tlfc l/X>f>X^ >y-fe— ^> 

• Reset 

>ob i A^Mt§ 0 b v v txtimw^zi^^vjtmj, fecktf^ 

— 0|3<D £ — ^ iftffl ^ n n > t? ^ — £ _tt? 7V?nS7yj^> 

^ - ^ ;t/ ^ £te ift &c 2/ X 2* £> $Sti lc h o T WcllffeS- 7u T\ 
^tSfg^#i-r^JS^. 5SI^/ci6tDMA^©Ji^ Sfctifftco^&^^n/'c 

Z — ^i-A'tiK v?-$ffB I A^al^J^^JM^nfccI t*ffiMir&rc!sblcB I 
>y^, PIC, B^ffcgt, -&Tti&Tii^y Y^y^r-j ^Xn- F^tf;Wt^ 

i£©B IA«, P I Cxyf'J, fc.fc^n-K^X^W^M^^ 
Btis xc^^F^l^^ tlfclWJ-^O (their entirely self-contained counterpa 
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A T M (Automated Teller Machinery) 
ATMV7h^x7(OP-F^ff^-ftSB I A/ATMti, ATM^tr> 

B R T (Biometric Registration Terminal) 

C E T (Certified Email Terminal) 
v-T ^nni/fcfoi — ^^ftS-r§ P C V7 F7i70D- K^-5^2pB I A 

C P T (Cable-TV Point of Sale Terminal) 

CAT V iZffimWtm-t 2> C A TVV7h7x7©D- K£r#5 B I A/c a 
t v«\ ^WsJ"^ h V y^-r HfC^fcti TTVJ )U^3»gr^^>f@AA^ 

C S T (Customer Service Terminal) 

*W5mmB i a«, ^mM«^-9--^xc7)a^-e^-^^-xu 7ix 

E S T (Electronic Signature Terminal) 
I PT (Internet Point of Sale Terminal) 
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K£r#?fiPpB I A&, h^M^^-TSfflA^s hie 

I T (Issuer Terminal) 

^nuy^a.—^icnmT^mnmyy r-^xr^n- k^#^^b i 

I TT (Internet Teller Terminal) 

¥=L~%yy h*yi.T(Du— K^#? WB I AfcJ\ fSA^ F?ril£)-r ^ 

PPT (Phone Point of Sale Terminal) 

IfS^-M^n/i C A T V y 7 h -> x 7©P- B I A/c a t vte 

x f@A#\ ttfgt?<D h^y-^^a yJtmZT&c £*ajmfc?% 0 
R P T (Retail Point of Sale Terminal) 

P-F^BII¥B I Ate, mAtfij£lc&^Th?y^?->3>mm%:mmLT 
S F T (Secure Fax Terminal) 

A/c a t vlt, mAi)\ $i§7T^X^yMM, §ff, Jg^, /- 
RPTO g fl^j It , MAmfi^ /J^J#, flfy h # - K 3: fc te 5 V V >y b # - K 

o 

iAX/j^o^rfflt/^o RPTti, h v v ?-?imm%^fAti%rc&icm 
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RPTfi $ fc, t^>H>©X7-h* - F U - ^Tc < , mm<D ? ViP-j 

F&JcU^lfy FiH^X F — F'J-^fc#C?i:^5tl§o 

&RPTy\ t-^A, X.25*-y ISDN^M. £ fc^HJ«cD^ ti~X 

h 3 — K #«f# f.nst?^ -V >y f a. <Dfl&<D fV^Xt!) WfitZ 

•?>o 

RPTOJi^ : 

• BIA/zJv^D 

• 9. Bkb-t-rA/X. 25^ y F 7-^^y^-7i-XA- F>)i7 

• Wfg'liRAMrtcD V— =f-^ y MiSiJ?^— F^>^ 

• BIA&£g^£ft£DTC->U F 

• iflX h7^7°^- F U — ^ (M$^WT£#nT&3) 

• ECR V i/=L Ui/XZ) &M#— F 

• t7V 3 y©X?- F#- FU-^ (^^-e^T'feS) 

DPC^BIA F ^ * ^> 3 Vffclg^jcft LTif ^IC/S^S 2"3© 

^n§ 0 DPC«, BIAcDVADfE^rttc-g-^n^T— ^--^y Fn— F^, RPTtc^DF 

^-T&o (SAftVW^ F U ^-PIC&J;^;^^ F^>^V^X 

n— F^xy^U ^<Dt£fi£:6f|g*r£o RPm^O^, t^q'lf ^ > 

(tfA, X.25&£f) ^Lt F ^ a >^DPCtc 
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-ft>hn-F^ BiA^^ii^nTc^-— ^t^D^fi7^t§ 0 -r^xa* 

o DPCJi^OtH, h-^y^f^v-a yUX^VX^^-b-^^RPT^iMDM-To RPT 
^l^^^iiib/c^g^^M^/c^tcux^^x^M^ -?-co^ux^yx^ 
BiAtC7^y— K-TSo -r^^BiAfi;, MA^m^— F^a^bT, F^y-*f^ 

hs^sc h^Msft"rs 0 ?etc, Rpm^-^^-fe-^cv-^ 

t>hn- K5&jiAP*rS^J6 N V— ^-^>fcDBIA7b^^§BIA-eff^^n^^, 
DPCTiT^n^.^nxf-x-y ^^J: D^tH^n^o 

: ^<y hPOS 

<<y* — ^v hPOS(IPT)£>@tfjM:, ny^-^^OTbT^&fglA^v-- 
^ ^ V h ^ h 43 <fc tf If >y h cD^MW h ^ ^if ^ >/ 3 y^fg-T & C 

o 

o ^corsmx c©^*-xi.tt, ft&ot^-rn^iHffl^^ h7-^t t>^< mime 

IPTC0« : 
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• B I A/PC 

^iE*rsfca6tcts^-rs 0 ^-ft>h«t^t©^a^>^-^7 f^xf 

£rDPacg§lLT^£fci6, COCttt, DPC^V— ^-^>hi3— K^&, t^Xf^ 
— AT^^tiTt^ v-^-v > F n — K t ^nxfi7 ^ ttv-ft > F^ 

6ft Yz; £ n £ h . iPT^-tr <y is 3 >it^£/£ icig^-T 3 c i: «fc 

43 Tsm*Bmzmm u uri f ^ >> 3 ^tg^^f^-r s «fc 5 jcbiak: 
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m^mmr^o u^u ipt-v— ^^^M^fiM&tK v-^-^h-DPc 

ttliE^O/c:46tc h^y+f^i/a ^^DPCtc^^-y— K-TSo DPCte, /W^HJ 
S.^ l/$;»y b/-rt£-y h^y h 7— ^jWS^PTSi:. DPCte, ^^7h/fe 



—>*%MLT, ^ y< <y ^ ~ v - ^ > He iMD iS^T 0 

ipt«bia^\<djs^^^ d Bikizmm^— v^mmt LTLCDX ^U-y± 

->XfAWLT, *<y h7- ^±^i^«l^-rno^t$5t^Tt^^y h7-^ 
^>^-^>y h^^-^- = ^-;K I T T)fcJ\ — **y YimV^y+ft 

1/3 y^yyay(DmicmA%mft\T%fztbicmm^tiz>o dpc, mn<Dziy 
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w§iii:m§ 0 zzk^ b i A(Dmm-?&z>fc^mmtii±, ^x<Dm 

• B I A(fpP C^ztjV) 

•Yy^-^>yhf7- (Internet Teller) V "7 b ^ x TT7°V ^r— a > 
I TTlt iAO^^^-^y h^-^-^i: ^xmmir^^^uziy^a. 

fe«fct>'g$c<Dftyg 0T TCP/I PV-Xj5i;tlfXf^^>ayt° 

DPCtt I T TtfD P Clcm&mft(DfrsX h*— I»t, mtftf I t Tizmz 

Sn:, I T Tit'fyZ — Z.y hMTtcglb, ^rrtf* {SA©fci6C>§TL^ 
-tr*y->3 y%Wi5rc&blCi&^£'$tiZ>^iy¥z.--T-c y?v v-^ttsc^ 
^StlS-r^o iff 'J V-X^tt 5^, MtIM^-F^ I TTfci^ 

B I A«\ 'fyZ — ^y b^fi-LT I TT^D P Cfclj^S^y h 7 — ^ 
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D P C^COy* >y-tr— i?*&lfmtll£. DPCJi, ^Wt^h'J'y^P I C(D 

mt&mimL, ^vxVxxzn-F^ffl^Tr^y f-t^-^a^u ^ 
x h^-A©Ttc^^nrcisff K£— grrsfrifsfr^fiii^rso dpc 

s DPca, iAor^^yhM ^-os^Btp^ ^u^itTrj-F^fflt^r 

^•yf7-^'Jfy>'t^Mt§o DPCtt, ^HflStBi ^ft&^tfD P C 
(Dffl&m%:m^T, iIO^'Jf>>'-v;Wci^t§ 0 DPCtt, SSfTCD^r^li^o 
£XfmA<Dffl&zi— F^r^f fcHU ^LT^'Jf>~>t/^fflt^7 F7— X 

-^^ito b i Ait. mmt%n\,\ mc, iA©i^p^LCDx^u 

XA-t?<y v-a B I Atiot^nSo ^ffl-fe v 1/ a >mt TOtiS 

^ 1 ©$tii s ^"Z? I T TtiP,^$n5o ITTtt, £<D±±ffl-t^y , >3 

Ctltt B I A©^-V — Xi^Ofci6JcfflV^n, £<DX 

#~XZ^;i, IStf^, (fffflTit%^) I TTlc|Ig.^-rsc£:&Uc N <f@Afr£ 

Rmizvi/3>m%&tt%L^rc%k, ITTti, B I Ate, Jzyi/3>mt*v 
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, f Of -Vl/y^-l/X^VX^'y-b-^B I A(C7^-7-KtSo B I Ate 

x ^y-fe-v^lt^tU ftl/^ GI^ r$2031.23%U >y 7 . T¥K7s\Z 

m%-?til£, B I Ate^m-fe^y^a Vi^^tl/X^^X^SaWbb, ; e 
^y-tr-v^ I T TtCjgtK ITTti, ^co* S^gfr y— F L 

mT*&2>t>\ fete, mic&^T&&^m£&%CtlZT*%%;^Z£lc&mzti 
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n^W&Z-^i-tl (EST) tt N «?^#tcKLT^Jg^RT^t?feS^W 

E S TtfD«c : 
• B I A/P C 

E S Tii, Vtf j - 'tf :f, V "7 h^xTT^U^r— >3 Vic <fc o T'mWZ tlfc-f^y 

£f\ s^^foTv^^A^TOJ^n^ttn^^^i/^ enters 

ISA, fcitfWJy^^n, -lo^-fAX^y/^n/ct^f^^M^ 

-^Vi/xX hn- Fit 7 /I/ 3 'J X A Ic J; o Tll^ ti§ 0 CCfc ^ 

UX'i^lot, ^^S ; -C?cfc<^ie>nTl/^, R S AtCcfcSMD 5 7;l/rfUX 
i^jb^So ^ -y i x h 7;b3 y XAtt, pi;^ <y-fe— >>^V 
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#tfc, MAte, B I A^Wt^hU'^P I C^U *-y-tr— y 

DPCttU^xXh^tlD, /W^b';7»fx7^^TV\ fSA 
ft— RtkM 2 ft ftte? , ^y-ir-^V^iXhn-Fftt f@ A© / S ir * h U 

b i AO);m\mmL, ^vir r- ??• r , ^- x ce s dt jcw^i- 

mfr^fUZm^^- Ff+XhXF U y^HMU K>H@IA©^ 
^-Ft^ EST^jMDjM-To 

&o ^jSbT^en, ^(Dm^^mt, m^m^—Yt—m^ bia^ 

J;t>*'J ^ix h It^SlA^Wt^ hUy^P I C £>ft, ^y-b— 
(iDPCC^W, DPCit #¥^^W^'l4^x>y ^^Tl\ iS^^^-T 

MD 5(Dfi^iitc N &§£-rh;W)% ^T^^nSo ^tDW^tt^M^^ 

mmm^^-^^—^i-^ (ced ©ga^ f@A^, m^^oimftk 

CETtt B I A/PC^m^ci:£i:^ 3Ht)^fe«kt>*^t^©M7a^iS 

OB I A^ffil^^ 'y-fe-vH^Bf-^ltU ^{c, ^yn-Mt, 
<DB I A^fflt^T^ 'y-b-^SI^Mft-r^o 
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mmm^xzs^if^cDc e rcom^ : 

• B I A 

• x. 25m i^cte-fy^-*^ 

miS&TS&iS-fZrcVXD'^jrthV vZP I C^I3^i;£-££fci6tCB I A 
v V V-^mm t ^f^v^ ^ n n > if i — ^ T*3& 5o 

^ylz- is commit s mAt>\ 3SC#Sfcti^-ytr— ^T-y^P— KU 

o 

S^±©ffi}^X-r-^X^U ^xx Ft" 3fci6&ci£m2ft?#3* -y-tr-v'm'Un- 
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—fix itwmos<iii$nwi m^ow^ it2 4« 

n^»o CETtt, B I A^^TMc^tl^ 5 6 tf-y h *y -tr-^S&fcffl^S C 

tlfzC E TtfmM<DE(D£5teXm&M&<lttf'V%Z><DT\ MAii, CET7 
S^^7«y 7XX-^;b (SFT) cOgf^jii, MM^ i£D^<D§$£ik 

j£{s#4o<£t^&:}-¥ffi73<D S F T©#|j$ : 

• B I A/^-^l/fH!: 

• 77 7^X7^7 
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•t7V3t;l/<DI SDNtfA 

^y-tr-v^D P Cicmzmz, h V y t? P I C te&XSZ 

Sfc&lcte, UXh^n/c^W, ^"^ h U 7^ P I Cfe^tf^^h;!/ 

I . ^t77>y^^ 

^7Ty2X<D h v7°^^>lc, ( TUNSECUREDJ ) T*%>%tBiL 

~D£5lcW%-Dtf%o F T 7 7 y ^X7^y^P,^5n/-c^T07 7 -y 

i i . io¥$i77>yn 

^D^^r-y ^Xki&^Tte, 7 7>y^X7^y£D rj£t>#^ 

I C^ATJ^&o 77 7^X7i/ytt, DPCtcg^U /Wt^HJ-y 

^P I C'lffS^^So -MDPC^fgIA©|3l-'l4^fIE-rn«\ fSA^^* 
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_B^gP©7z^y^X^D P C^5iJ*-rn^\ DPCtt, #«777^X^1 
SC^P^U ^-^Ohy^i: r&D3^£j ( rSENDER-S 

ECUREDJ ) <DAJimL£ £fu, ^h/k fe«fct>*^D#0^±«:^^;l/ 

III. $i777^X 

H^U X^ h/lz-T^V 7X3- Fti^T^Ut^ h'J^y^P I C^A77b 

§^©mig#^^IiEt-na\ ^tOfi, f@A&, XM777^XX^ttt 
^DjAfrc ^c£DXr >y ^X^So ^> Xr>y^xy:, 7 7 7^X^fi>' 
X/Wf^c;j&$rrSD P Cicm^n^o — E.£ffi<D7T >y ^x^d p c^sto 
, DPCti, *^C0S^*7T>y ^X, jID^X-f hil/feinm ^lt, h 
^ -y ^ v ^ n — K tPHz@fm$*<D^— isWt&Tfrt 'bZ ft # ; iy^9t\c m 

So CO h^^y^>^Z3— g»C^077'y^X7^>©^^iJ[i: 

r77 >y ^xnxD fcHLj ^xv^ii^L, h 5 y F^rffl^S c £ ic 

£<9, 5fc$Z<DE<D7TV ^X^UxDmt" ft^jSiRU /Wt^b'J77P 

I C£A#U#3o X7<y^X#qFI|ft£§'£-«\ fSAte, rx r >y ^Xjgfftj # 

xy£r#U#S*r\ ^nt-fe^fi^ ^5ir%rMclt, ^X-r-Atc^UTgyj- 

^.l#0»lTt>!5:tjnif ft 5*t\ — 0.^±O^ i: LT^'ft^mE^ 

nnt^ #jic, 77 7 7Xttf^o)7 7 7^XY^>t^yn-F?ns„ 
rs^j ( tsecuredj ) 0^%tt5 0 

I V. Mig7 7 7^X 

S^tti!7 7 >y ^XtCfel^Tfi, iMDW, 777^X7^7XD r^ftifeg 
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^t5D p ctc^n^o — a^gpo^T«y ^x^d p cizmins. dpch, 

Ttlf^-^ r^-^gj ( FSECURED-CONF I DENT I AL J ) Oi^^WtSo 
V. ^ttI»7 7 7^X 

it, ^mmyry^xtmmicmm^ri^o 2 etc, dpc&, &mmcm 
>t\ d p c ti'gi^isia^tsfiJ^m/tt-o 




(70) 1 1-51 1882 

3£<Df^ 2 4mW ^jf^ns, 7-*-f7h7-y^y^ 

#xu#- h t <Dm*) mucmmz ?iz>o 

D Wffl ©^^HH'IS^M^ S2H T - ts -Y ^{b $ tifc V r v X X %m D £B "T 

^tfmmcjtmcomim k> ttr^hrc zt%m<9 ^tmfrtb fc#>^ m vmic 

m <0 #• £ h <DRfl<DiM©^fc:*f L TfSM^rfT a fc<& ic , y r v 5 X # 
Bf^fb-TSo B I h'J-^P I CCDlgptLT^'y-lr— ^St^Hf 

f@A#\ l^&£^7°<D^Xr >y ^X^STO£<h#k:«, ;*>y-fe— 

SHt^A^cD^^y-tr-^SI^W-r^^^^LTfe^t^^^aB^n/ct^ 
x-^;l- : /W^y< b U -y Z&UZ-^i-fr 

^Ut/b'J'yXlll^-^t/l/ (BRT) £>@&<Jfi, ^^t^hU'yXPI 



(71) ^¥ 1 1-5 1 18 8 2 

^{@Afifg^#SC ^T&So CM, UT-^/umf^^o-^m^A^gr^ 
wt5o Misti, mt^nf^fEiA^^bTKffi^fe^o 

B R T <D#|/£ : 
• B I A/R e g 

•9.6k b^A/X. 2 h7-^li (SM^ifT^D) 

BRTfciu hU >y ^AftfcfcfLT, HXDtttf^nfcB I AAR e g^r 

9. 6 k b-t-rASfcteX. 2 h>7-^§! (^i^iTl^) ^ 

DPC^B I A/R e g&UV 52LXhlcmmcjZ^T%rcbblC^ 3O0X 
y^-^T-j : iitSSeil, HlfUfcJ; tf B I A/R e g7b^B f JSft5&^#& 

illMjfe £ B I A \t , B I A <P>?mm tBRTta^T $ nfcHKl =3 — K 



(72) #g^p 1 1-51 1882 

£ ^HJRt" Rl^-eS S o 

i^Jif^J ^A^L/c^H^^^^T^o Wjgm^fc«^ffl^Tfi<f@A^H 

3>fr?>, 4*^1 2ffi^F,%5PIC«tl)o LfrU P I C«, i/Xf 
, lott, (P I cti, ^-f^ h U >y ^itlSr^nUXAfc^oT^x^y ^£ 

n§f@Ac»^^M^>-r/c^^f$ffl^n^©-e) [wicp i c^ffli/^fttofHAcDm 
tf^r^&^c^ fit, ^^j^icv^ot, ^m^tix^m\ti\ Irju 

p i c ^ji—^comcomxt^^ D^fc < j r^ztx&%> 0 E%t>frtf& 

5P I C^'J^xxhtSCt^mo ilO^fAft fSA^P I CT 
CO 
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2. 3. ^) ^ibTi^o^^fB^nri^o cnti. 

^-(database-wide involuntary biometric database search) ^HfJ&pJ 
ing conditions of light activity^flflfDjfr^&JM^fT^ C £ Ic^ot, 

1^9-— tfX# — (CST) ©g^«, rtg|5©D P C-9-#— M$eMlc, > 



CST <D#t^ : 
• B I k/ I n t 



(74) n S¥ 11-511882 

• -Y— V^y h/h-^yj >^/F D D I h 7 — — 7 j^ — X 

• -r— x ^- x*£S& «t tf&^ffl 7yy^> 3 y 

#CSTtt, h-^>"J^ -f-^7h, 77-//^ (FDD I) f^II 

T'fSo ffiU C S TlZm4<D2--B.j-Jls3-*-*f<D&mzM^rzy'{--Jl' K*5 
«J:t>*3Hig/-ftt^^-rSo #;^!^^(standard)il^^-tfX^I8M«, 

&T*£3#«, W\~i-(D B I AOVDBfa^Hg^fcn— K^M£C£«T*£ftl,\, 
C S Tfc^oT^-^^-X-sOr^-bX^l^^n^ic^, ^©{EA&'J:^ 

C S T?:ffflt§lAtt, *-<D;W*p< h U 7 ^ P I C£A;/jLT«B^I 
fA-r § C £ ic <£ o T-tr -y a >^P»5o BIAit ^ix h ^ -y -b— 

v^fF^cbT. ^n*. *ME©/c#>&eD P C^ff-T^o ^X^ATb^OfHIA^ 
*MF/r%^ CST77°'J^> 3 >tt ->46fg/££n/c^<D{@A<DD P C#*S 

^lE^^^il^ (disclosure)^ C S Tfe^tff-^^-XHOIi^ffii 
TS/ci6tc N CSTtt, C S T4b' ^t/^-X^— XB<0 h77^ >y x^THf^ 

itir& 0 Ctl^ftdfcbblz^ CSTt^7->a>I^t5 0 C<D3lfc^ ->x 



(75) 11-511882 

fc±X\ DPCli, C S T&mmLT^zmAiclZTZ'tettnSm&D P Cf- 
^7-r-;l/K^C S X7^y^~>a Xc^ff ^tiSci ^A^t^ 

D P C h-try^ £l±mti%PfTl£fo'DT& J;V>U C S TJH 

& <fcl/\> 

m^^ — ^-t^COmm^ 5§fr§Sfx( issuing banks) (DV£MAt>\ DPCiC 

i Tvmfo ■ 

• B I k/ I s s 

tf o t ^ s fia Atf^T lisu $ n% it nif & e> % t >„ 

F&£zfmAmm%:m^Tmftfc£'DTftt>n& 0 itiuota 

^J^n/t^tf#^- K£ B IA/Is sa)VADf2iirt^M^nTV^^T# 

^hU7^p i c^fflt^r, ^(D^^^-^mcAtj^r^^mncomMm^m 



(76) 11-511882 

m^nrcm, c^ira^-Ffcj^r^^FuxF^i Tizy v— f lt n 
?t§„ cn^n otc*b\z^ mt^nrzmxit/^^r^hVy^p i c^atjl 

BIA/I sstt fgfT#/W^U ^XX F^ <y^z— S^&fNcU 
IT«i:n?:DPC(C7t7-Ft§o I Tfi, ^ >y -tr-^m- F^ffl^T^O 

^>X^A«, fgff#^>y^U ^IX F^ff-T^i:, fOBIA^BIA/I 
s sTfe§iIt ^©B I A/I s s ^%fT#n- KlCcfcoTgj^nr^S^ 

^n^fSA^^cDigffiCOt^TD P Ctc/^-y^-U h^Xt}f^>C 

te^to^e., ^t«u^xxhwiti.o cn#*rrrs£:> dpc« 

« ^WT 5 $> £ o ,n IS^f / §LJ;9fct5 MMtfi%> fti2 A<D Tti^y F^dl 
#<D;W;fr* FU>y^HigiJn-F^}Iijp^-§77r^mo^^f£tj-T\ ig^O^^ 

SgffilB IA/Iss t^^PXfx'ymill^ilfctt, I T£>J;0B I 



(77) 



¥fM¥ 1 1-51 1882 



-b X ft^fg £ ft /cf@ A/£ fr * £ ^FrT ^tiTi/^^t £:6f H ic L % t 1 ft fcf % % l \ 
: MM&^fMl (Automated Teller Machinery) 
>^3r* h U 7^ATM©@W(^ ^y^—^y^ii— K (interbank card)^r 

^A^JLT, ^TPJ^S^^DtBt-C^fcioT^ftSo '>XfA<D^f 

5„ ±T<DATMtfm&t LT^>$—/^>ZJ]— K^ttottSfccD^^r 

A TMcD«c : 

• *H W% ATM 

it f MB I A/ ATM (X^^O^O 

• D P C\<DgMt 

'W** h V v>7 A TM(t ~-f*§yB I A/A TM»^T, fEIA^iraiT^ 
i: hfctc^OfSA^V^-f^-^ h'J>y^P I C&^tfT^^ h-f >^-y XX^ffl 
V^T^Bt^tcr^-lrXT^S^^^-r^o B I A/ATM^ATMrttlf^ 
ft, P I C$5&Z$Tti^y b^^f7 XXzi-K^A^ffl^« N S#©ATM© 
P I K^WtSo ATMtt, X. 2 5S§t^tri.^ffl^Ti/XfA 

tcjg^^ftSo 

B 1 A/ATMtt, i#«ATM^>y — ^ £OH*lfctfT?#SfcttOTU;: 
J; ?(C*M£ft£ 0 D P C ^ B I A/ATM/^^yf U XXX HciiWc 

tfB I A/ATMo 

ATMOii®fT3-Ki:B I A/ATMOifT3-Kt^nXfi«yi't 

%>C £IC£~dT, MT7^fM£ft£o B I A/ATM«, V A D P*gtC$5^§ B I 



(78) 



1 1-51 1882 



hvvtp i cfaotngij$ns 0 

, ^/^-^ h'J7^P I C^B I AlcA^So B I 7*^>h7^i!X 



ATMtt, B I AtCUX^>X^^b-r5«k^JC^L, ^©tl, ATM© 
fV X7"b^X ^ 'J - y±tc^n- F?:g/Tt§o ATMt^Xt^X 

r#}6 (duress) J Til^y YT X^X^ff oTl^©*^5IMt"So ^iST 
*'>yF7^-t!XTg5ci:W§t, ATMtt, ^OfiA^UffloJt^^^. 

uress transact ion) fcWf't'T&SC ^^©fflAlCjjV^C ^ti&l^o 

ATM43<fct>*D P CMV^vlz—W&^mZ, Hi*§{kio «fc B I A^^OM 
ACffliaoWcn^o MACtt A TMAW^tlft^ 

B I A/ATMta, L C D-^P I C/^y F*Mtf^Tt^&V^£D^ ATM^ti 
X&Z><DX\ &&ffiA<D&MMMlc^^T<D]Emte'r~-2%:^mzA 
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Z — ^-fjl : MSSP O S # — 

sfgpos^-^t/b (ppt) ©g^«, wmmm^mm^m^r^-^^ 

P P T<Dmi% ■ 

• B I A/c a t v 

• ilISIfi>^;^fA [VoiceView#g^ (^i^ffttil^) £r#Ml 
•SIS (^-^y F\ SIStg, 

•DSP (^v^/Wi^P-^y-y-) 
— ftffc^nfcB I A/c a t v^fflt^T, h U >y ^I^W#lt^ 

o 

^•^>h^«ig#^-©^T^D p cicmm-tZo tot, f@A«, mmAfif 
^m^TM^mti^T^^-^^y vicwmttmi^o ppt«, mmm 

^ o 

f@A^«Sg^*Ht§S^ N {iA^IiA^^b/cif-^©fc46fc, PPTii, ?l 

~^ric^^rn^tircmmn^(Dmu^t^o dsp^^t, mm^, p?&l 



(80) 1 1-51 1882 

WCringX gc^(connection)^F^^35PL N £tllc£<9, £>£W«f£^y 
-L - X f - A OlgpW £ Egrj L T , A Af 2 tifc mm<Dnm m^m^-V &^fc<D 

^^P-Ft5 0 f^ffl^, ^rx^^Xtf— ^7^S (disconnect) C^tcSM^n 

f^ybn-F^Dlt, ^y^-v^B^ffLTSo iM^it^ir7^l?OT 
ML, *<D'&, -<y$—*v F&S^MWffl^y F7-^^ffll^c^ 

mmm%i(D^m^5^xsmmt(Dm^, dpc >fh- F^C*f LT^- 
^ltlgg^^-x-y ^L, ^O/Wt^ bU7^P I C©^MIE^U 

tit v^wtz/B y^mmrMzmji/^^y vv-zicmmt^o mm 

^-^-V>Ftt, DPCA^UX^VX^fL ^©^^3 If— L, ^L 
(C7^7-Kt5 0 I P T-xcDiMfl^T-rs^, ^WAftmtL 
®tL, 4@A<D$i$&3— K (B I A^oTli^b) ^LCDX^'J-yiCg^ 

^ — : ^r— zffoT V P O S 



(81) 
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c at vffi.ftm&mmmmz—^j-j\s ccpt) <omm±. fnftn (g 
fcit ttvj ) (Dmic\,^mAfrt>, ^utf^TSp a n ^is/rLTt/^ 
> h 'wm-fiiz. rci&m Jimmm b^>^r^->a >&&m?z> ntT&& 0 

c p t (Dmm. ■ 

• B I A/catv 

• ^r-7;H V 'JtnyMDSl 

• *r—7)\s T V iS^^^^Jilff^- ^ > */W\£> r ^ x 

B I A £ MM? Sfl/ tr 5§PB n y >y ^ £> J; 7;l//£?f^* -yb7-^ TiifH 
B#{c CATV taot t V b ^ Ufyi/t/Wcioti 
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m&um b r ^ § taste n -r s ^'itig^r x * u - ^± jc £ -t± s wffl -r u tr 

C CD T - 4=- T" * ^ ^ , JQIP^^y - y ;H V JA^i?^ £ b fc ^ >y -fe - >>' 

o cn^HS b< te^m-Slclt, (iWTft Sntl^) C A T V 1 7 h h >y 7°^ 
7^XtC A TVP-W7^XtO^T% ^-*/->3 C A T V-tr>£ 



(83) 
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>■ h t d p c tcomwt^^cT^rcibic, commit, ^mmm^ 



ir-^n-fe-y^y^-t?^ (DPC) ti, ^©MffiTlc&ttSiEfe&fil^L 
T, 3&fi4?Kijl^^l8 (financial transaction authorizations) i:iA©Sgt 
£rj# 5 o 2?)^ DPC(t yr^X (secure faxes) , a.*Z/ 

Wn©DPC^htt DPCttil (§^**) (L^tiSJ;^;:, L 
AN (Mst^gf^&^T^ftl) tc£oT, i:feJc^^n^:^<c03>bfi — ^ 

■9-— trx^st^fc-rso ^n^n(DDP cv--f bit, i^w^/ 1 ^ 



77^f7^^T'>y (Firewall Machine) : DPC h OX> h U ^ 



G M : 

y-h^x-Y^^y (Gateway Machine) : v'XfAn-f^-^fcitf 
D P C L A N 

DPCo-Ml'J7^7h7-^ (DCP Local Area Network) : DP 



F W : 
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•7 s — X 

I B D 

IHA^Ut^ hU^^f-^-X (Individual B irometric Database 
) : fElA^VW^ h U y Z$5£lfP I C } : fr£>mA%:m\'?2>o 
P F D 

i^tuOl^O-r— X (Prior Fraud Database) : ^X^AtC^fbT 
V A D 

^^d^^HO-r— X (Valid Apparatus Database) : B I A^yfe 

A 0 D 

gI(Dt-t-©f-^^-X (Apparatus Owner Database) : B I Af 

/ w x cd^-— ^- ic mt %> imRmmt % 0 

I D 

^fpg-r"— X (Issuer Database) : zs7.7- L.KmiMt ^WrtM^ 
A I D 

7^ES^tlfcf@IAT 1> — X (Authorized Individual Database) : z^— 
Vj-/l%tcl£mj^B I A^V^X^jlt,^Ci:^$nfc|®A^UXb^IB'li 

RMD 

'J t- h 7 - f t > h f - ^ ^- X (Remote Merchant Database) : ItgS 
E D D 

l?F+i^>hr-^^-X (Electronic Document Database) : MM 
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e s D 

tfilif- X (Electronic Signature Database) :^3#tc«fcS 
MPM 

^ *y -tr — ^Dt'y -yy =l— ;V (Message Processing Module) : 

S NM 

^-^ryXf^^a-il/ (Sequence Number Module) : DUKPTi/- 
^ >XH^7°n -fe ^y 2/ > D J£ 5 o 
MA CM 

^ *y -tr— i?7$M^~— K-tv^n.— ;l/ (Message Authentication Code Module 

) : ma c(Dmmmmt3£zj : 3if&%:mK>Wc5o 

MDM 

^'y-b-^i^kt^a-^ (Message Decrypt Module) : B I A^jt<^5 

.j; tj ux # >x ©Bt & mm\ t*m k> m. *> c 

P G L 

P I C^-7°UXb (PIC Group List) : P I C t, PI C ^71/— 7° 
©UX Hcflc#-r£-r— XJil^^^ hCMfctaoT, P I C^-7° 
©;l"y^7'y7°^DI% 
I ML 

IBDV^yUXh (IBD Machine List) : Pftfe(D P I C^-7°©/c 

46 I B D K C Hi: Lft, ^^y^^7^7>y7°f 
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f-^^-XOX^-V (schema) ^Ilt^it, ^KQffliWiff ~7 — ;P K £ 

int <X> <X> 

char <X> <X> b<D3C&\\ 

<^7°> [X] ^O^^^I^ <X> ©»J 

"r-^^—^commMi^m^ir^miC, m rexpectedj ^fcn— 

^x^^bjitfSo dpc^-y ^©u ^xx h^^^fcti^icK-rs 
ilfite, X.25^§!, TCP/IP^, &rciz^Ti±^z/?^(DmmwteE<Dmm 

fro 

BIA^ >y-tr— 



4 hBIAWJ 

4 -/W h iz-y^XNo. 
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* v Hz - iSfflM 3 — K (MAC) 
^~-^;t/y< "y-tr-^gp 

BIA^-y-tr— ^gp&, BIA-rVWXtcJ:oTfW^n^o BIA^y -tr-v^te, 
loffcl^o^Wh'J'y^ PIC. mmm. t3<t^-5t;HcJ:oT 

fiSAt£ £ n & — U is 7, % <D n y t- > N y eTt^o 

-^gptcBHgU#§o BIAfi, y^y-tr-S>l|:£M£U 

gp-r— ^^rfli^-e#SJ:5JC"r§ 0 BIAte, ^tciSCT, T^y -tr -^it^^r 
>y hcDBf 4§ffc/W h 'J y^-PIC^"Py ^tcgS!j6gic#C?o LfrU ^— ^ 
■^W*, ^>y-fe-^Bf^fbg#:^)5St-^)o 

© 2 -3c0^-7 % >3 -^;l/-7 U-»^ Viz— ism t%1$ZS o 

7°u hn ;W^— ^3 >No. 

<^>y-fe-v ? #^T : -^> 
MAC 

MAC£rW£%<^;f7 0 ^3 j-foy V—BffiiO* >y-tr— ^g|5 

^ >y -fe - V^^- # > 

MAC^f S^y-fe— ^gBfi, BIAfci£f§2*U C «Dg|5^<D^^^iE^ Htfjfa 
'y-tr-v^ti;, BIA£D^-^^-;V^6D^»^S^^tif#^/£46, 
MAC 'ft <D II 0^ CD fc i6 ^ B I At C mM 2 n % I ^ "7 T V V X HHg} % if <D Tvm "t— % 



(88) 11-511882 
7-f7 — ^^r^y (Firewall Machines) <D 1 OftV^-y h^rgfi 

BIA^n— F^xTI^iJn— K O^y h<DBIAWJ) , ^r>XNo. , 

>y-tr— i^SSIiExi — K (MAC) ^^t? 0 GMte, MAC^e V =l— )Uz;^ y MlAC£>^f$j 

m^k^e^^.— ^jcj^o/^-y h%mmtrz>o ^-rn^ 1 o^?n*^i 

BIA^A-rx^M-To 
J^/^y h 

DPC^SfS-T^^^^ Mi, /^>y h<DB^§{k;W:t^ HJ -y^-PIC/ny 
U ^XX Mcj^-T&Mk:, jS^/^y h^^HT^i^bt-^o 2£>tc, DPC 
^y^-^JIEn- K^MU -^tvSv^y McJ&torTSo 



(89) ^m^f 11-511882 

w^^h^I^ft, r^fJc (failed) J ^HS/£$nfciS^3i- F^W-TSM 

F^y^Xv-a >F-XtfyXy^y h^M^o 
DPC7°n S>> 

x fi Ami y°v £/— *J 43 cfc tfft)S^7 0 D >>' £ o 

DPC^{@A^IiS'J~r§ d h^rg^-r^ U ^iXhOf^ DPC«, OT©-7°n-> 
— v^^MrT^ : DPC«, PICn— F^rffl^T, IBD Yi/yj X F^— 
T C P> tlfcP I C 3 - F tcfcf "T £ fiSU^Ift «3 5 ±^ I BD V >£> J; tf/S y $ 

o^fn^©n- F^ftt^ci^iju ^xx F^frrSo ibdv^>^ n fs 

AtcK-rSIBDUn— F'^^cti TfSA^J! (individual no found) J %m 

I BDv ^-x.e»n7cPIC^^-r^-r^TOIBDUn— F*KD*to fJtW 

f^Wt^ h U 7 F7xTfVUX^ffl^T, IBDVi/>t± x ^F3-K 

O^-^Wt^hU'y^i:, fHAO'W** FU >yxh^Jt$3U £ti5>20 

o^-r^-^ f u ^^tD^tt^-r^xnrtcsiM-rSo t^no^wt^ f 

U >y ^^-F^Mf«f±^Wr^i:b$5Xnr^W^^:l^i^ ^lO/Wt^ F U 

mtt^w-r^tt^xnr^r^^^v^f-a-, ibdn->>«, ri@ATOj x^-£: 

Mf 0 SSi^fi, IBDVv'Vfci, F\ T^^yFNo. . F;k H£>y 

-f F ensiA© I bd U n - K^^H-r o 

T^^Vh-Y isf^y -J 7 X^"eTt? U ^XX F ICiLKt DPC«, f@A*^CDSI 
MTftVy F-Y >"r^y ^X^IKtSi^^K ^1% 'J ^ XX F tfDPCA X X 

^vtf—hx$v7icwmizm&-t%Gmmviz, ^n-y^n> fx^> 



(90) 



11-511882 



7°n hzulV >? xx h 



mm 

^7 7 >y ^Xf-^ 
^:7 7<y ^XifXDffib 

^7 7>y^X»§ 

^777nilII 
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BIAgp : 

4 -/W bBIAWJ 

Bg^ft (DUKPTH) h V >y X-PIC:7n>y^ 

300-/ W h'J7^ 
4 -12-rV v-V hPIC 
56-tf-y hfS^gt 
MAC 

mAtmst^ 

{0A£ 
MAC 

SiJ^tx^h, DPCii;, f@AO^M, /W** h V^^iigiJ, *5i:tflKm^-K^ 
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BIAgp : 

hBIAHgiJ 
4 -/W hi/— ^r>XNo. 

Bg^Hb (DUKPTil) >^3r* hVv2-PK°7uy? : 
300- h&m'W** hVvt 
4 -12fV^7 hPIC 
56-tf >y hJSiM 
[?J- fis 3 ?vl/56 - tr >y h ^ >y -tr — iSmi 

] 

MAC 



MAC 

U-r-r;^i^fcMLT(i, DPCte, U ^xx h^Wt^ F U >y ^-PlC^n <y 
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DPC&, ^gP^fgU ^xx F (BIAt^VWXO^-— blc 

Ii7^^>b©^^7° (tT+^fcteT;* U^yx^X^UX^if) tCJ^UT, 

tTX^F^v+r^g >^ifSJ6^i^ DPCfi:. FfeJ;l>' r 0 kj 

F^BIAtvWX^HTo ssw*. dpc«, ^c^jg^^nfcas^rML 

DPC#, U ^xxh©7i]^yf^>f-y XX^ffli^TfSA^ltjSr^V F 

i) 3sP«IS«^ aSPSx-— ^> hn- F^WU DPCfi C <D3— F^tjsPSv— ^ 
BIAtv^X©^- — ^(DTts^y 

ii) 2£tc N JSPS/MS^^-^BIAtvWX^ fSAOBIA-r^-TX-efeS^ 

^a^i^o DPm, BiA^v^x(DfM^i^$nrdiiA^is$n^f@A^--x 

^— X U X F i:M-a-LT»J$n^AcD/W^^ F U >yWJ^x«y^n 
o faA^^VWXcOf^ffl^/^Ig^nTl^t^^-^ti:, DPC«\ iiU^xXh 

iii) HfJB^ ^^-y hS, r^f7K^J -0^-^^^#5 0 d 



(94) 11-511882 

»1U ^xx F 
B I A gp : 

F B I A»J 

0l^fb^n/c (DU K P T) /W^-^ h'J7^-P I C7P7^ : 
1000-/^ F |g 1 <D/W F V v t? 
1000-/^ F 

4-127 2 >> ? >y F PIC 

56-l£>yF T^y-tr— iSm 
MAC 
^ — ^;F£P : 



) 

Xr-nn- F 



(95) 11-511882 

P I c 

f u vtmm^—Y 
Dpcuffipicuxh (TK^mnztirzP i cm^ztitcm^) 

Xr-^Xa-F (ok, J£S) 
MAC 

MAI*. b V >y Z&BZ—^i-Jly (BRT) ^ilCT D P C fC^Si^ 

h'J«y^ *5£ mi AMJ n— F^Ogg^^y F^D P C tc^ff t§„ 

ffitsc, fSA««?^-^r fl^x, %e>mc£^ F;F4o£t>^ F^y^v 
^xn-F^ti.^^h;wjxh, ^^ta^Plt^ cr&fc>-5 tssnj 

) £r#3=H±f#S 0 fSA«, EU5K)P I Cn-F^}I/u-?fc£^U ^Xt-I^S 
(i^TfeJ:i\ e^XT^yytc&^T, J^MtcA^2nfc^fr%£^-^&e^ 

S£§ ^:nx w^>y f«, sifco^HM hc?*?— K^nSo iiopc 

f--f F«, M^x^y^^f*. I BD7i/-y^I B D§2^<0§iJt>yfT\ 
tHft®^T©D P C+f-T h%WBx-t%tc&bl£>j&g%:, fVXF U tfi — K F 

"yy^fy^-a redistributed transact ion) ^£r It "5 o 

SlilD P bit, ffiODP C+J--T F^HfrrSfc&tCrVX F U £;x~r 

-f F F^>^^>3 y^W^u^ Si^xXhtSLt, P I C 3i— F 
^^LTl^t^fccmco^TMHiU I BDIBif^r (P I C^VF— y<JXF^ 
fcl^TJi^tlS) ^-Ofe^tfV^y ^T-y7°I B DvSy— PIC 
fccfctfgti^^y FtfX'W** F U v ^ji^-14^r^-x>y ^lT£o 

DPCtt, fSAIiBiJn- FjokWU 1 ** bV ytrif>-7>imm?-*y j ?Zs'r 
-y^ffL, ^X-T-'y7 0 ^fcmi6^n/t/^^^ F U *y ^ X <fc tHSAfSjB'J 



(96) 1 1-51 1882 

^«:Jg5U#§ : P I C3-F«Wt^> &£i^fcJ\ hVv? 

§o H^oJt^P I C^Sg-5TOcfflA£:S&W-5^<. DPC&. ^tllz-D^Tlt 

-^if»t§o BRTJi^C, fiA^7°n>7°h^^T, UtL^P I CO 
Xil^Wft\ COfrL^P I Cfct, ±f£il^P I CUXhA^Iffl^titfei 

B I Agp : 

h B I Al^glJ 

Bi^b£ti/c (DUKPTI) HJ*y*-P I C7n-^ : 

300-/ W h 7^11/ W * * h U >y ^ 
4-12-rV v^y h PIC 
56-tT'V h UX;f°>X|t 
[fi SO 56- If >y h >< >y -fe - v>M] 



MAC 
MitcOP I C] 

M^n-K o k, mm 

MAC 



(97) 11-511882 

f@A^A TM^LT^SEBj^fr?. <fc O^T^J^^fii^-rs CI ^ 

f§?T#^y^- 

B I AnF> : 
4-/^ h B I Af$g'J 

Hg^fk^tl/c (DUKPTgt) /^t^ HJ'^-P I C7o^ : 

4-12-rV ^-y h PIC 
56-if'yb l/X>-Kyxi 

MAC 

add W^^b'J-^Id) <Tf) > b >rV ^X> <M/tT# 
remove W^h'J-^Id) CTtl^y h-T >f^y <M 

i7*<)yb> 



(98) #g^p i i-5i 1882 

M^n-K (^f&, o k, mMO 
MAC 

Bf^-fb^ti/c (y< -y-b-^it) ^'JXh : 

• * * 

F U y ^x— f-^^fTd zttftiSmizteZo D PCttl/c, 
D PC*TOfB I Afv^Xft^^f^W^U XiX h^r^^o/cit-a- 
x -fe^i 'J -f-'i'jSSWn' (security violation warning) ^rlSiib^ ^/cU^:nX 

A^iigiJ^-^o DPcti^c, {SA^i^^n/cfiA^-^^xtcsii^n, 



x >y ^t§ 0 

o 

D P'Cte^d^-y-fe — ^StlcJ; DBt^fk^n/c/Vy^UX hrtOnvyHCl 
i)Pt5<J:D*i^^TtSo /^yf'JXhti, SW^IiJ^vyKUX FCnewli 
ne separated list of commands) Tfe •So Wscfrnv y K^WTW i: 4o D tS^o 
add G1*P) Wt^h'Jy^Id) <7 # > F-T >-r>y ^X> <^jgT 
#<7>F> [<^^^^>] 

iito f«, i^$nfc7^ i )>h^yfv^x©7ij | )>h ux F^jft 
!7A^y b^mtaT^o {iM<Dmm.7^?te, #£©7^^yhYyf7^x 



(99) 11-511882 
remove Wt^hU'^I d> 1> > h -Y >-ry ^X> < 

a U t- ^ MJx.W&*Mm L , 9m. L fc Is X 4-° > X £> U X h K x > h U ^# (app 
£?„ 

^7 7 7^XA^]'J ^X F 
B I Ag|3 : 

f b i kmm 

mmt^tifc (DUKPTl) ^-Ur* F'Ay^-P I C7D'^ : 
300- ; ^ F m&> W^hU'^ 
4-12xV S>^y h PIC 
56-EVF UX^>X$| 
56-tr»yh ^^y-tr— iSM 

-b^ J- 'Jt-{ "& F (f^IiEM (unsecured), x£ 0 ^f^liE (sender-secured) 
x f^siE (secured) x f^IiEI5H(secured-conf idential)) 
3MD^^-T h/K>T7^X3- F 

ID¥777 ^X#-^ 
1D?777 ^Xftllt 



(100) 11-511882 

V X h 

z-^i-jim,: mm) 

MAC 

D P C^i7 7'y ^XA^J'J ^xx h%^fm.Z>t%, DPCtt, {SAliS'J 

So 

D P C ^> 7 7 ^ y ^iWT F 7 7 *>y#^^ML, ^(Dh^v^-l/*? 
$t^#Tb<fM2tl/cE E D^SIB^tc^-rSo X hftcD^T^ 

^wtit, Dpca, ^tt^seiifefw-rso dpc», m*o7 7 7 

^X7->->^^^ -y -tr- ^HTBt ^{t £ fttc 77 7 7Xf-^ ^{IT § <D 

u^xxh^ rr—ti^yyr >y xxj s=fc« r^/iwis;j -r>>>>-x^ 

^— XfcAtl^o Cft£©fa^^DJ^$£>H$Tte£TG&#J{£ (archived version) 

77 >y ^X^-^aSiJ©X-r>y7 0 T^ff Ctllc <£ 0^lf9¥*V^^-^ h 

D«y^*5cfctfP I COA^^TOfei^ 777 ^7XY->-y|i;if^:7^- 

f -r 5 b# r H i # m a -r £ tu k i/ x -r a * ^ o # ^ m $a -r s 0 

5^7 7 7 ^Xf~^ 



(101) 

B I ASP : (TOffl) 
Z-^-TjIB : 
:7r<y XX h7>y + >^if 

vgmtznrc c^y-tr-vit) : 

XrXX^-v^-x 
^X 7 7 -r — * UXf7X 
X-r— XX o k) 



1 1™51 1882 



77y^x^^- s^-r— # ^x 7^ x At) u^xxhiao ^i?n 

^ .y-tr-^/g|tcJ;oTBi^b^nSo D PC^7 7 7^X^§itfcTl 
DPCJi, ^tt?©7r '^X#^i7 r «y XX#{iilfrl(Secur 
e Fax Arrival Notice)* ytr—S^&jMSo DPCii, 777^Xh77 + y^ 

ux h^DtB-To ^^ih^«^xt-^^->/3 y?rv txm^is&mim 

X#^ If tfi^ D P C*^iXf- XXX^-^Hc re^-j iifBL 

zxmmmft} (7 7 7^x^7t-^) 

^iQ^CD&m, ^±^S (company), X^ r-/k fcitf777^XS^ 

777^Xh7 '^^^ 
777^X©^yn- K7jj*JCOl/^T<D^^ 



(102) ii-5ii 88 2 

^Xh7>y + >^^XXF (Tf2#B,€> »TDPC»U 
<£>5t£ <D X 7— 2 X m% Z> o 

777^X h^y4^>X*#^ 
LxTOfccD^^T^tf^UX h : 

iMfg t-*— £ 43 cfc t>*X ^— £ X 

7 7 7 7X7^^11' i?—<DM&, DPCtt777^X CDiiff ^ j^lTj^ S ^ T* 1 

St77-y^h77WJ ^X h 
B I ASP : 

h B I ABM 
h >—^r>X#^ 
^mt^ftfc (D U K P Til) s^ir* h'J -y^-P I C 7D>y ^ : 
30(WW h ^1^7 W * * h V V 7 
4-12fV V PIC 
56-t£>yh L/X^yXl 
56- tf >y h ^ >y -fe — v>tt 



MAC 



(103) 



1 1-51 1882 



h 7 7 + >y UX*° > X 7 7 ^ ^ - ^(D^ >y -b— i> x X h 

Xr-^X^F (o k, «0 

MAC 

D P Cli, >y *x&covvr<D£T<DE D D^j-^fBH^I^mir c 

t), r 7 7 X b 7 7 + >^'J 7iX h ^ W§ 0 h^>y^>x"U ^:nx 

3- F^^tC-tr^y h U l^Xl>X1^7 7 7 7X^A^o 

h77 + ^VXt^X7777Xtt, ^t^^tC^ft-SilimX^-^X^ 

mmT^-m^^^ui^o c©7 7 7^x^ 7 

h v <y 4- > Pfflm It £ 43 D T & § „ 
S^7 7 7^Xh7 7^>'^ia (7 7-y XX^>y-t:— >0 

777^X h^y^>X~#^§ 

iXT©t£D^t^t?UXh : 

£hiju ^*±£, *5J;tf77 7^XSf 

j^fi'-r — £ 4o J; X -x— X X 

^X-r-^x 
^777^X®vtliL 
^77-y^XKf)|tlL^xX h 



(104) 



1 1-51 1882 



B I Ag|5 : 

h B I A HjSU 

4-^4 h ^--y>x#^§ 

m^rit^rifc (DUKPTl) /W^-^ h'J^^-P I C7n>y^ : 
300-/ W h ^IS/W^-^ h'J-y^ 
h PIC 

56- try h uxt°>xm 

MAC 

z-^-j-jim: mm) 

uf^fb^n/c (UX^VXSI) : 

56-tf y y>t>-i?m 

X-r- Gfc^ ok, ^tt^&Sfr) 

MAC 

J X-^— ^X^tM^o 

D P C«B§^t£tlfc:7r >y ^X-r^-v^ EL^777^Xh77^>^ 

K>^<D^Ws. £^h;k 7 feJ:^^ (ex tension)^ 



(105) fWFl 1~5 1 18 8 2 

±I2©^X r vtx-r—Z^M) . WcmfenJfflftMftlc E DD^^ffcj: 

o 

^£X7-y XXjg^'j xxx h 
B I AoP : 

4-/^ h b i Amm 

Bf^-fk^n/c (DUKPTSt) s^** h'Jy^-P I C7n>y^ : 
300-^ h * ^ h U >y ^ 

4-12tV v^y h PIC 

MAC 

^ -7 T ^ Xjgg IxX # > X 

ei^b^nfc (i^x^xtt) : 

Xt— ^Xn-K (ok, 
MAC 

D PCJWt^ h U 7 I C^ffll^T, g^7 7>y^X|g§U XXX b 



(106) ^gsp 1 1-51 1882 

PCS, ^<D7Ty?XOm9^lC77v?X%ftLTXr—27,mto&m*) ( 

&±7TV >7 7T~*!^7 
t£±7T v ?7T — ti^7V ?3-7 b 
B I AgP : 

h B I Amm 

Hf ^-fb^n/c (DU K P Til) >^3r* h'j-y^-P I C7n-y7 : 
h &M>^** h 'Ay ^ 
4-12-rV PIC 

MAC 

^7 7 7^X7-^^7UX#yx 

Xf— (ok, #1A^) 

MAC 

D P Cii^W^-^ h'J7^-P I C^m^T, Si77 7^X7^^7"'J * 
h^rtf oTt^fiA^liS'i-r^o DPCft U^xXH©777^Xh77 

tt^fa^^^-rso cof2^mo^e,-r. {eia^d^t^^©— at? 



(107) #gJp 11-511882 

&%^i§-^ D^xxMi rmAMWu Xf-^Xti:fe(cMt§o fat^ 

&±yr >y ^TsWfa^mv ^ix h 
B I A gp : 

h B I A»J 
h >/-^r>X#^§ 
Bf^fb^n/c (D U K P TH) /^;t^ h V v *-P I C^n^^ : 
300-/W h ^IS^-f^ h'J-y^ 
4-12tV v^y h PIC 

MAC 

Hf^b^n/c (ux^>xgt) : 

MAC 

§#lA^»J-T^o DPClt U ^xx h©77>y ^X h77 + y^S^J;D* 

fHA^W^ h U «y ^Hi^iJ^J;oTil7b^HtP»n/cE D D ^t^HBgl^^f 
5o coiSil^Ho^^^i^I-g-, U^ixftt r^tj-^M^J Xf-^xti: 
fetMt^o ^ST&ttftfcfD P ^t^sBilcD|§^x-r— £x:7V-^ 

-TS (±IB7T>y XX^-^#0S) 0 



(108) f# S¥ 11-511882 

B I ASP : 

F B I Amm 

Bf^fk ^n/c (DUKPT1) /W*;* hU>^-P I C7d^ : 
300-/ W F i&M>^** hVv? 
4-12-t^V F PIC 
56-tf >y F 

MAC 

mmtZftfc (l/X^VXi) : 
$®n-F 

Xf- xXn-F (ok, <0A«tl) 
MAC 

D PCttyWt^ h'J>y^-P I C^ffl^T, §§^}gSU F 
£o cofEf^ji^t,^*!^ 'J7XXhtt r^tf^ffi^jj Xr-^Xti: 

"TS (1IS7 7 7 ^ x -r— o 

Si7 7 7 ^Xffif^M r >y >y -fe-vD 

iMD^<Mjltu ^*±£, ^F;k 43<fctf:7 r >y ^X#^§ 
II^M^ 'JXh 



(109) 11-511882 

B I A m : 

h B I AligiJ 

HI-^b^n/c (DUKPTi) t^Or* hU7^-P I cyn>y^ : 
300-/ ^ h &W^3r* hVvt? 
4-12^V V PIC 
56- tf >y h UX4-°yX® 
56-tf-yh ^-y-fe-vlt 

MA C 



h^y^yy#^f 

Xf- (ok, 
MAC 



(110) 1 1-5 1 18 8 2 

B I ArP : ffljgffl) 
^-^^-;Vgp : 

5^7^41 (indication) 
Bf^-fb^n/c (^y-tr-v>lt) : 

Xf-^X (^E N o k) 



(Ill) 1-5 1 18 8 2 

©g^^^^cDa^«©fxaiLfe^iHifgscDi^-rn^^T^§^. dpc 

(Hi, hi? ^-/1/%^LT, ^CW^ (document originator)(C 

X-r— XXM£n^iM&o 

X t— X X«]« JXTOM DT'fe^o 

«^t«x-f--XX}I£a h E t<-;1/X 'y-tr->0 

MD^^^tu, ^*±£, X^h;K *5j;t/ey~;P7Fl/X 

b^-y^VXli^- 

^AO^E ^*±£. X^h;k e - ^ -;l/7 K UX^tf It^O 'J X h 
Mitf— Z&XXSTs'r— XX 

matrix x> tts l u x xx h 

B I ASP : 

4^HhB I A»J 

Hi^-fk^n/i (DUKP Ti) /^^X hV >yXP I CXn>yX : 
3 0 0/U hi^W^tX M» <y ^ 
4- 1 2fV^y h P I C 

h7 7*^t^ 



(112) ^S¥l 1-5 1 18 8 2 

MAC 

n^mm <o m l ux t° >x 

5 6 tr^v h^-j-t-i/W. 

X^-XX (5fc5^ OK, ^t:J-#«&) 

MAC 

jMD, ^LT^*f2ii&£f^t#H2£l (±l2^xr ^xx^DdBb#Ka) £>gij 

B I Ap|5 : 

4 / W h B I A»J 
4/W h v—y>X#^- 

Bf^-fb^nfc (DUKPTi) /W:*X HJ^yXP I C^D>y^ : 



(113) 

3 0 0/W hm^^^T^ h U >y ^ 
4- 1 bP I C 

5 6 \£y b ^Xt°yXl 

MAC 



11-511882 



Xf-^X3-H (OK, 
MAC 

D P Cfi, ffl Al$£m^cfe Tit^CM^ U ^xXh^Totl^fSA 
i^TDPCit h^y*>^#^Rtff@A<D;W*;>< hU-y»?t,};^ 

rsi^AHt ?>nfc e d Dg^iasi^fgMt-^o 

EDDtt E DD^^^SS^Xt— ^X£r Tfggj ^HfnT^o f LTDPC 

o 

B I ASI5 : 

4/WFB I A TO 

01^{b^n/c (DUKPTI) h'Jy^P I C7o>y^ : 

4- 1 2fVi^7 h P I C 



(114) ^WPl 1-5 1 18 8 2 

5 6 t£«y h W;f>Xl 
MAC 



Xf-^X3-H (OK, <@A&$&) 
MAC 

DPCtt, U ^mX Ffl)h7'^y^iWiA^Wt^ h- U >y ^Hg'J? 
iXMi rflSJA»JJ Xf-^X^feoT»5o ■^tUX^O^Jcfi, DP 

r - # yiK 9 m l 

B I AgR : 

h B I A|$giJ 

0§^ffc2fl/c (DUKP Tgt) b'J^^P I C7H«y^ : 

3 0 0/W h/SI^W^ h'J>y^ 
4- 1 2fV^'7 h P I C 



MAC 



(115) 



¥f S¥ 1 1-51 1882 



mm) 

Xf-^X3-F (OK, #IAMj) 
MAC 

DPCteu >y ^X^~^;t/&£WiSS^£n/c (Certified) E >< 

^ fiaA^iJWc^^fOT^So fflAti^9£&£Wi^*#cD— AT&ttmf 

tM^^W^SM^SfiA^fcr-^^^^O^XDaiL^^nT-rSo 

ft^TD p ct>mm%mtfei,rz£ tte^Aicmn-rzo '&n, dpc«^ 

feSCt^AtlJqfSo D PCttEDD7-*^7U X^iX MB^fc£fi£ 
LT, ^AfcO^T<D'lf$B£rt&*flU ftltaot, DP 



(116) 11-511882 

B I Agp : 

b B I AMWl 

mmt^tiTc (DUK P T$t) /W^-p< h'J-y^P I C7oy^ : 
3 0 b^^W^j-^ bU«y^ 

4- 1 2fVi>'7 b P I C 
5 6 tfy h 

D 5 If W 

MA C 



em 



= Ff+X b 
MAC 

^ffll^T/W^ b 'J 'y^lgij^f "So fbt, D P Cf±E S D§B^£:£fiScU 

<Dr. Bunsen HoneyDew) <Explosions in the Laboratory) 5/17/95 13:00 P 
ST 950517000102" 



B I Agp : 

4/WhB I A»J 



#S¥ 11-511882 



Qg°fb^n/c (DUKPTI) hVvZP I C T P y ^ : 

3 0 0/H h^cfg^-Y^ b U -y X 
4-1 2 v'V h P I C 
5 6 Ify h ux^vxit 

MAC 

Xt— ^X (*£tiFJ^ ^f&) 
MAC 

d pc^u^-^ h u >y ?m%mi7i\ m&^mfr^m&v^v^yvn- 

tttmirZo D P C teSB^n- FMO-^^hblS^ISm^M-ro 



B I An[5 : 

i Amm 

0|^fb^n/c (D U K P Ti) h U y-7 P I C 7n-y X : 

3 0 0/W h^it^W^ h U V & 
4- 1 2fV^7 hP I C 

5 6 try h ux&°>xm 




(118) IWPl 1-5 1 18 8 2 

# — ^ j-Jlstf— h RXfmfttf— h (TCP/IP 7F UX) 
MAC 

*<y hy-^^'Jf^t/H/X^X 

Bf^fb (l/Xt^Xl) : 

m& (DPCMi) : 

xu^yv^^ (nm r^j^yh, x-sfvbtf-K istT^-h) 

Xf-^X3-K (ok, 9cf&) 
MAC 

D P C&U ^XX b(D/^** h 'J 7 ^ P I C£:ffl^Tf@A£:MJU 
ftfc-f ^-r ^ ^X^^^ti/c{0A©M-cOT7b * >h^D tBto 7 ti V > h 

d p c m&mm. m k> m £ n/tx%s-r # <> > k ^ - ^ ^^r^si^o t c 
p/i P7K^x^jiv^7'jfy^tMM-r§o zltdp ctetemmm 

C^7'J >y Zm?£^tst>\ cti(iD P C^jaPBx'-^-^y h-r— Xfr5SX 



D P C«rt^^^^-^(C7J v II^n^^?>?5;^^>y-fe--v'^^7 0 ^^o D P 

I§t-ex?x^ 

• I B D : H3iKD$^ El, ^T, IT IE 



(119) 1 1-51 1882 

• aid: &m-znrcmA<Dmt)u&rciz, mm 

• A O D : $m<Dtfim. ma, Wm. ITiE 

• v a d : mm^m, mm, mj, mm, itie 

• rmd : mm^m, mn, mm, hje 

• p f d : tmcomn. mm, btie 

^xf-Affl^xx 

•pic y°v x bojBJE 

• /nX^-wxI^I 

• DPC^ hcDfftPtSlRlSJHb 

• i/— 2 V D E S Hg#lt<D^M 

• B I A^n— K^xT»Jn— M A C Hf^bH^tf , DUKPT^-Xl© 

FWV ^y h7- ^X^Xfc^tfnyt: 0 n — X^y# — tcStT^gl 1 
WL<DW0%1£&'?% O DPC-9--T h'xcD&tfDPC-tf-^ hfr ^OT^TcDiMU 

SFWv GMv^>ffl©>< >y-tr— ^0S?£t^o BIAj§|£x — ^ 

>y ^ # - z/^t*— z *m&-$- zrczbic fcrn^ ? a ^ > ^ mm^t s 0 



(120) t^g 3 ? 1 1-5 1 18 8 2 

PC lkHuy#-^yhti\ myitis £Zfm j ^it%:m i DWt^\ FWtt, 

mmcm^tirc^y h7-^X^77 (sniffer) FWfflO/^y ^T^7 0 i: 

GM^>y(GM)te, FWV^V^LT, (BIAfgfc^ — ^;l/£>£tfftil<DDP 

c) ^DPC^rt^n y,t^^y h tc u y ^t5o dpc«, *tf?t 2o<dgm^W 

GM^, ^BIAg^M^gg'SU ^S^J^UTli^^DPCn^^— *y h tM 
fWU g^Bf^-fblS^^^D^^^DM-ro C^X^fx -5 V7 b7x7tt 
, ^ >y -fe— ^T/n -fe i/ y is x.—)h£ % o 

GM«, ^nfl^tfEXS-r^T fei: tf If 1 5 3 y ^-^ > h frf. ©V> 

, GM#\ {fU<D"T^T©DPCfc::i3W-3GM&c, dpct"— xrtcD^H^Mfrrr&c 
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x-f^T&So [sJTOS^^tl/c h^y^^^a >^g^-r^^5f<«, ^yh7 

&GM&, 14tg±OflE&T\ n-^;HcJ^-f©V^ h^xT^ff-rSo 
^ > y -t-^Vq -fe > ^€ v> a. — ;l/ 
;>< \y -tz — v ; §g|IE n — K ^ i? a. — ;l/ 
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<D£|WI8iT*&£o FDDI^y F7~ — *7x — Xti, 1 #$>fc D lOOMtf v F 

DPC LAN 

DPCP-yj;FxU 7^-y F^ — ^(LAN)te, ^r^h-^V'J >^fflt^T 
DPC LAN±©^>'XC«fc Dffll/^n§^7 h7-^Y>^- 7x- Bf^f 

y< >y -fe — v> 7°n -tr > ^ v> ^ — ;F 

F«, IS^tf oTl/^^ — ^^;Hc^-r§^y F^-^M^Htf^^/ci^c 
*^%'Ht^ BIATvWXfif^ L/X|yxi, :JoJ;O^X^>>V^y F^# 

^ >y -fe- ^MaE=i — F*^ n. (MACM) £ X ^ m % tlX < £ / ^ -y F ±<D 
yW -tr - ^fg [IE n - F <D m%J&*Mffl'? %Zt, feck tf&tfi $ n S ' v F ic * 
^y -tr - i/MM n - F ^ttftq-r &ZLtT?%>% 0 Ikcmt , BIA/n— F7x7 flS'J n - 
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KfciJ; Dit£r;6Hj-£>n/cll2t£"y FOMACBi^fbitcD^U rtA7^>af-7M 

MACMtt, h©MACOW?iltt^liEBi!t-^J;^tc^l^S5}<^GM^^g^^ 
Si:, SfVvy i/ 3.7— ^^^(D^^-y F <Dm— F<7 xyfi^ijn- F^#M^S 
0 x>h'J»^ MACM^GMfc r«j&M— H^i7igij3- Kj x^— T? 

f^mm MACMte:, 112H> FOHf^fbit^ffll^T, ;^r-y F <DBIAX'y 
■tr— v^gP^MAC^xy ^^T"5o MAC^x>y ^^^L/c^, MACM^GMfc, Tte 
3&&MACJ — TfeS^lS^-rSo f^t^t^ MACM&, npfSfr&MACj ^ 

AC0i^-{bttT\ MAC^^bT/^>y htCf^p-TSo MACM^Vn— F«7 x 7lSiJn 
— F^M-O^S^-h^T^^V^f^ MACMte, ftfrDfc:, »A-K<)x7i 

MAMC/vy — yOl/x> F U ii, J^T^tfo 

MACMxy F U : 
hardwareID=int4 
ownerID=int4 
macEncrypt ionKey=intl6 

50075 ©BI P&m'r'W X tf+J-— £ X £fT o T § £ § £ , / vy jl -r — 
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* y-b— ^^fkt^i— ;KMDM)^x^{i, DUKPTh5>^^^>3 >m%nm 

, DUKPT^iE^^nrtl^^^^^i— ;K*T^:t)^ TTRSMJ )iffl?^Lt©B 
I A/ n- K ^7 x T Wm F 0±fi22 if >y K & «fc IfDUKPTSt-fc: -y h i: LT 

cDBIA^n— F^xZsigUn— FOTffilOlf >y h^ffll^T. DUPKT ^->a > 

DUKPHfTO^ h^isiftisa tc£/££n3fr^5rr£o Si 

^ m -r s /c ^ t c 3i ffl -r s /c i4> ffl t >e> n & 0 

MDMoiy h U : 
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baseKey : intl6 

MDM«, DUKPT^— XStO^^UrtUXh^^-rSo £-81 W\ 112tf»y 

v > irtKDWC n > — * y h tc it S#c# L & v \> 
pic^— x h 

PlCW-yjX h(PGL)fi^ -OtV ei>a7;WWt^ HJ -y^-r— 
X^»iJXht^ IBDVv'ycDW^/E&^o PGLte, PICcDgJI^fSJg 
{b-rsfcfelcffli/^ns^X-rAp^fcPlC^;!/— -7°cr)';x h£r*g|frf £o PICW 
-aiOjiML/cPICn- HTfeSo PGUi, ^GMVv-y (GM)±tc#^^-§ 

o 

PGUi, PIC3- K^BIiSi:, ±IBPIC3— F^-a-OW— y^r^ottS 
t£bblc?K?;l>—7°(DV X ^"TSo PGUi: — 7°<D V Xh*MJ¥iLTT 

mW U ^VV— ^jfl^lcMott 5 fz & lo W ^ 'J -9-— ^3rffl o 

PGLcDSJMiTO^ ^TOnTfgttcDfe^PIC^-g-t? 1 OO&fcc&PIC^'/l/— 
$>&o PICOlSffi^>^^fiJD^T^n/c^, g*&PIC^;l/— :/&2-3fc:#fiJ£ 
n^>o ^ft. d£D7°n-feX^T©PIC^;l/-7°^Mffl^n^o 

PIC^>--7W>fiJ^tl^i:. PGLJi, ^&<Dfr£+J-— ^"-rSCfirst-come-fi 
rst serve)#^TA^f£%fg1i^MtcS^VT, frtA^-T >£>£aVW ^7 

% mu^h^ t^yis&Tf'^yZTv 7° v ^ > 6> $t ^ 3 tf — U I ML 
fe^£M#TU ittcM^-f^itf^'y ^T^y 7°nif-^pt£-r^ 0 pic^ 

t/^gij-rscfcfi, li^^X^tSSo PGL^y^Wu DPC<Dn— Ktfig 

p i c )V— ytmm cox^-^«lxt©mdt$>^o 



(126) 11-511882 

P I C )l>— ~7° : 
lowPin=int8 
highPin=int8 
used=int4 

m^Oi-frLfj:h\ PGUilowPin^ — ;F F^£ DSt^ftHt^tlSo 

pgl^vf-:/^ moooyji-y^tst^Mztiz c^pic^vf-t^^iooo 

Pic^;i/-7 0 ^iJl^ v->>\ Sfcii^M^nsi:, PGUiiBDvs/>u x Ftc 

-ry^V \£i/a.y;w^*?i F u 7^f-^-X7i/yijx F 

IBDx->>UX F(IML)^ PIC ^;F-7°>; X F tPkfc^ IBJ)*? is ^ (Dmrft&ftm 

y°\m^i/zsK-?y¥y>f^rz> 0 mu&nn, f0^Pic-ete:%<Pic^;F--7 o (M 
MLfcPICn— F^D-fe^y F) ^ J; Dit^MtenSo &-tf&£, £<DXi)\ UX 
F ^ffl-T § 46 tc^-T 5 ^ ^ U ZfrZ-V&Zo I v i/ > (GM) 

GM^VUt^ F U -y ^IK'Jf ^Mtt§gJl<^ W§ GMte, ^-f?M 



IMLUX FJI>F UfflOX^-TfiJ^TcOjiOT^So 

pinGroup=int8 
main=int2 
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backup=int2 
IMLtepinGrouplc<fc D&^;W£>ft3o 

mm, i^3ooo<Dx>hy (pic^/i/— :ADi80 ^otfi^n^o 
xty^icip.LT^snrc^yxt^^fx'y^tSo ^>xt 



-V <y , SNMfcV n -y i> ^ 7- — x > h U f*| ic Jtift^yXt^U 
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>y m-^mmimto 

£>& 0 -T^TODPC-9--t' Hcfet^T^— J r>^>^%;fflMl£M%\*?Z><i tit, 

%kM<D$>z%tf i o©DPc+f--r Hcp^t^nfc^-y h^^e-^ lt, i oodpc 

T©> / --^>X-^>/WcDMfT^^y-t-v'^gTOo/cfl-a-, y-^ryxty^ 
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Bicim. IfiC^yXty/^, n-#^%^jgg^-^-x(VAD) 
VADte x SNM/ N7->a x — :/ Jt§T©mi^|tt#t- & tnHb ic T 5 ? -r ^— h £ 

SNMai>hU : 

hardwareID=int4 

sequenceNumber=int4 
/ \ v zs a t- — . hardware I D £ <fc o T SI^S: jbHt £ ft £ „ 

snm«, l #&fcDiooooHfr>~- ^VX^y/^y-fe— v^M^fc&M;: 

i mc i g^$ti§„ 
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^mUCO fc & CO 7s * - V It , 

m^muu : 

issuerCode= int6 
ownerId= int4 
name = char50 
phoneNumber = char 1 2 
address = char50 
zipCode — char9 

Wtr^?—?^— Xti, issuerCode^C ioTi^Hj-P.n§„ 

Wft^— X« N m<Dffifi(DD P C Mcfe N ifiJgOlS#tt 
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^cq^t^^&T. ffl^fBii^rilS^^o feU fB§l^JI2n%^ DPC 

^ b';>y^S5ii^ll^o i^©W^citt, DPCte, &t>\ fcLIS 

fi^nfcit^^M^cV^i I B DmklC&^T^xl-Ztlftmf^CDs^** h 

^fea^itSC ttfXtir\ tot, ^©rtlJUc&^T, 
iLtt^777^X U# 3 Rff £1W £ f&<DH£fr ^ffif^ll o XT ^ 
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3£«tB£S : 

documentNumber^ int8 
sender I d = int4 
documentFax = fax 
documentText = text 
messageKey^ int8 
status^ intl 

documentNumber^ int8 
recipient Id= int4 
rec i p i ent FaxNumber = char 1 2 
rec i p i ent FaxEx tens ion = char 8 
recipientEmai lAddr = text 
receivedBy= int4 
lastModif ied™ t ime 
del iveryStatus^ intl 
contactStatus^ intl 
T-£}^?V ^xx MEii : 
biometricld^ int4 
documentNumber^ int8 
requestorFaxNumber^charl2 
requestorFaxExtension^char8 



requestorEmai lAddr = text 

mmm : 

biometricld^ int4 
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registeredBy— int4 
company = text 
title — text 
f axNumber = char 1 2 
f axEx t ens i on = char8 
emailAddr^text 
act iveDate^ time 
priv= int2 
status = intl 
^trntdUX -r — $ X7^-/VFa, 

0 : incomplete 

1 : ok 



0 


: incomplete 


1 


: notified 


2 


: rejected 


3 


: retrieved 


4 


: retrieved unsecured 


5 


: busy 



0 : none 

1 : accepted 

2 : rejected 
0 : active 
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1 : suspended 

ffif^fBiiprivsX^— ;1/ D P C tf^rOffiAlC E<DmMm^t^>t^^ 

0 : registration 

RZfT — ti^-fm^ltiL^mii, documentNimberJC^oT^ 
*Ht£>ft£ 0 «if2i§Hi, biometricIdtc«fcoTSi%*Ht^nSo EDD«, 3t 
#OsenderId~7^— ;l/ h\ ^It^Drecipientld? -< — ;1/ K\ &(^!i!$0^*±€. 

EDD©XM/i/Wt ±tLT, ^fttff&lfi L%tfftt£% £ %<^X r >y ^ 
X<D^— ^gtfcflc^-rSo Wj:?)^ e ^-/l^y-tr-v^, 
&cfcb^Tj±t£lftM^l/^e>^&£o M©7 7-y ^X^— v^, £j 1 1 OKB 

©777^XT^oT, 3T75t?«^r 7^Xi^fe§^ftlH EDDii, 1 
05^:7 r >y ^X^rXT 0 — Sfta6fc, 2 4 G B<DX h U^&g^-TSo 

Hf t ^ ft g #£> fc #> l£ , fwf^^tDT l/^v 1 ^ > h^rff 

^©7 7'y^^-^l lOKBMItU ^-CDC^^, 1.54MBits 
/#^X;l/-7°>y h^t^T lg^tf, 1 »cD 1.75-7 77^X^-^K 

-r— £ X & , >-X -r A J: o Ztirc$;T(Dm?m&%:WM. 
>/X^A©^>^Tfe§f@A«, ^W^J-^ h-'AyxP I C ttt>lc3cWtemT 
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^ n fcs-f en ^ ^ ^ n - f { b § o 

&C#LT^ 0^j,^ir,||-p:^tl/c^ >y^-S>^V^xX hcDW5ei]'l4^^-r^o 

H?W£. : 

signatureNumber= int8 
signer = int4 
document Name = text 
checksum= intl6 
date = time 

H^PH^ I E^cti x s i gnatureNumber j:oTA'y i/a^tl^o 

1 G B^gijX M^v^C, M^W^f*— XfcJ\ 270075"Ofe^ CS-IE^fi 

{@a^^ b u ^sa^iJPt^^^ i^^^n^^o cm, ibd^ 

Ut-hY-ft>hf-^^-X (RMD) it. Mm, Uti^>y 



(136) 1-5 1 18 8 2 

T, iEU^-^t^MSgiJ^-KOTtc^U ^T'&ttnkf, DPC#- 

merchant I d = int4 
merchantCode = charl6 
merchantType= intl 
publ icKey= intl6 

V ^6— b V— y h£> merchant Type W;, 

0 : telephone 

1 : C A T V 

2 : Internet 

merchant I d^tfrnerchantCodete, ^^f>t»±^lTfe§o 2^<DRMDt2SS 
^|rij ^merchant I d'RXS merchantCodeOffi^-^^^f 5 C £ fi&l/ \> 

^loo.ooocou^e— bv— ^^b^fe-rst-rtu^ rmds, 

n§^2. 4M B (DX b 1 iB^M§ 9 $1 2 

t5o RMDtt, fl&<DD P C nytf— *y h<D{%nizttLT$>m&<Dt&t£&%: : g 
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1. MACM^MAC^i7^t§ (n — #;10 

3. MDM^Wh'J'y^-P I C7ny^^i#n (a — 

4. I B D ^->>^fiOtt^> (n — ±j;l) 

5. liSUU ^xx b^r I B D7^ytl5 (^7b7-^^>yb-i/*) 
I B D"7i/^Lfct>T : 

6. P I C£Dfci6©^TO i b DlBSi^^Dm^ ( x h U >y ^IBH 

fcfBilt^$>£hi^C, y/2ms) 
?tl^;t*.TO§i:t(c, zx y /2ms) 

1 0. BDfBii, i^W^L^y^y ^-f^c}£< % 

GMfcl3l^ : 

1 1. ^yn-tr^-y-eU ^iX h^ggt^ (^7h7-^^y^) 

12. GM^bX,f>X^i-5|fbLTMACt§ (a — 

13. ^X4-:yX/^7h^DIt (^7F7-W-yir->*) 
^fVx^x h : 

xX (s + r) +y/2X (1+z) + s + r+ w+5Xn 



(1 3 )8 m~ S PF i- 5 1 1 8 8 2 

= (x + J)x s( + )r y+ X 2( 1)+ z 45<w + n 
( i [x^ 2 0'^ DyJ A '3 «3D ST ^ ^- 5 t--0 m s r 

s % w= 0 m. s =Q rm s ^ 3£ IS" £ 
= 2 K 1 0 m s >f 10 55 ml s 
= 2 2 6 s m 
= 4. 4 T P S 

[xtf i 0 M^Oy ^ A -^9) /^^5 /S^-s $ 1--0 m fl mr 
s ^ w= On\s=ms *OC$> § i: "1" %n i: 
= 1 IK 1 Oms +X 7 0 5m Is. 
= 1 1 8sm 
= 8. 4 T P S 

[ x % l&TD , y ^ ft * t& D ; ^ ft * 5 ^ /&-15 S -4- 0 ,m Os m b 

w = 0 ra s =€n m s^T^> t ^ %l ± 
= 2 x 1 0 m ' /s x+ 0 5 1 m. s 
= 2 lms 
=47TPS 

^yZTvZf I B D?^^, D 2 filc^E: T P S^U x:nX h^T^o 
Individuals/PIC TPS 



3 0 8 

15 16 

1 9 4 

TOcD^r— X (2 0(D7i/>'^ffl$nTt>5) 

Individuals/PIC TPS 

3 0 8 8 

15 16 8 

1 9 4 0 
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Individuals/PIC 



TPS 



3 0 



1 7 6 



1 5 



3 3 6 



18 8 0 



MPO S $ — 

^4024-2256-5521-1212-efeoT, V— ^ -V > b mi23456T& o T, ISA 

RPT -> BIA set Language <Hfg> 
BIA -» RPT Ok 

RPT -> BIA Get Biometric <2 0> 

BIA/LCD: <BJ1£ < $^/c/^^^tci^Il>TT^^> 

BIA -> RPT Ok 

RPT -> BIA Get Pin <4 0> 
BIA/LCD: <^/i(DP I C^A^U ^(D&fc: <enter> LTT2 

^> 

{SA^P I C^rA^U ^(Dmc <enter> "TS 
BIA -» RPT Ok 
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RPT -> BIA Get Account Number (40) 
BIA/LCD: (fe^fcO/^^y h-Y yf7 ^Xn- K^rA^U ^(Dm^ 
<enter> 5:ffLTT?W 

fSA*^-- K£rA#U %r<Dmc <enter> t~ 
BIA -> RPT Ok 

RPT -> BIA Validate Amount <452. 33> <4 0> 
BIA/LCD: <452.33hV>aS^O K ?> 

ISA^O k^a^t^ 

BIA -> RPT Ok 
mm*— i-~ f"-X^— X 

7-— ■ r-X^-X (AOD) W\ B I A-gffO^g^mW-r^filA 

^>if^^3 >%Ma-rs^ ^©AOD^-Ktt t—<DWi tmft 

AA^^^tlfc b^>^X^a ^T^^Vhfc^f-rsgTj^^ — 

ft. m^^ntzn^mm h^y+rtya yimmy-% ^yv comft tr^ 0 
mw*-i--<Duu~- f commit 

mno)jr—j— : 
owner I d= int 4 
name = char 5 0 
address = char 5 0 
ZipCode = char 9 
assetAccont = char 1 6 
status= int 1 
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X^-^X^McD 1 -Dl£ : 

0 : {fit 

1 : Wlft 

l^%£IE^%^-^-XlMfBitfe{#jJih LT-?-^$n§o ££>^ MA 
Ct^a-zl/tiz-^^Xty^-t^i- ;b fiffih £ ft fc^g lc 2tT £ ft £ 

lE ^ % S g (D -r # ^ — x 
lE^&^BO^— (VAD) JJ!ifc3;Tic$^£ft/c B I AOit 

^n/cfcLTY-^^nti^^^tttt, vADiesa^ &b i a<d/c*6 

^Sfca^cti, B IA*^ftLTVADrtfC7^f^7i9:l/3-bWc^tn 

t^NK #^©B I A{i@^©^iSgiJr3-Ki:ia#©MACOBi^fblli:% 
£ftP>te±t^B I AOS^tDHutcV ADl^n— HcAft^ftSo 

B I MimWlcM^tl^m, m^(D/\~ FiTlgiJn- K^?>n§ 0 B 
I AtffiliJIJSft&H.K ^(D^n— Kx7I«ij3- Fii^fAtfe^Tli^n^ 
o il#J, L< liB I AOffffl-e^^Hlf*«Sg^-— ^— t 1 — ^ 

— X ( A 0 D) O^fcAtietl^o VADU3-FH A 0 D IBUfC^ ^ 

>F?tl, fLTBIAa, T^f^c-fey h^tl§o B I A*^OM(iD 
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£ ^ n ^fp bi-t £ ®jm± , mtiz fet^^^n^o 

hardwareld= int 4 

macEncrypt ionKey— int 1 6 
ownerld— int 8 
mfgDate = time 
inServiceDate^t ime 
securityLevel — int 2 
status= int 1 
type = int 1 
use= int 1 

0 : #ih 

1 : Witt (TZt-j?) 

2 : mm 




0 : A TM 



1 : B R T 



2 : C E T 
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11-511882 



3 


C P T 


4 


C S T 


5 


EST 


6 


I P T 


7 


I T 


8 


I T T 


9 


PPT 



1 0 : R P T 
1 1 : S F T 



0 : Vv-^Jl 

1 : fiA 

2 : mnx 
3 : mm 

VADTO5l^(DUf^;V, f£frA, $5J;(;»Ea^lxy h 'J « 
% a-xyhU«5 WW b£%D. ^If 1^ 2 5 5MBMSit§o VAD« 

n^o v a D«n ti o — «^-GM±^iati^n§o 

g^r^7°T"^^^/S:§^ N MACPM'SNMtt, ff L < T xVtW 
^©Oi^hU'&jiilP-rSo gi^y^Vf-f^^^t, M A C P JtkTJr S 

fiA/W^ h U ^-r— X ( I B D) Ur3- RiMA£>1f IS^HBtSb 
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#*§^ty 0 MAlt, cti?»©S S Ntff ^-;l/7Fl/X^I^Wfot^ 
So <i£>'li$HfcJ\ /W^-^ hy ZfrmAmm<£>£-*>z>frlc&^TmA%:ffiW\ir% 

*\ r^^>h©if^cr^-bx-rsA\ ^fc^jBin^nfc^Mfc^y fux 

fiA^^X-^Afciiijp^n^o SH<DP^ fSAteu ^C>0AiiSiJ^>^-^Jl^ 

rts^yvrnmi. i b D*^»^f-^^-^ (pfd) ic&m-zn& 0 

SLT, 2O0^S^M(cfeM^n/c#Un- K<D3tf-£i±}c I B D Un- 

F <D Tfuitl^ Mfi ^ & § o 

f@A^-f ^ h'J-y^ 1/3- F£tf8tg& : 

ffiA/^4"^ F U -y^ : 

primaryBiometric = Biometric 

secondaryBiometric = Biometric 

BiometricId= int 4 

P I C =char 1 0 

phoneNumber = char 1 2 

lastName = char 2 4 

f irstName = char 2 4 
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middle Initial =char 2 
S S N=char9 
privateCode = char 4 0 
address = char 5 0 
ZipCode = char 9 
pub 1 i cKey = char 6 4 
checksums = int 4 [10] 
accontLinks^char 3 0 [10] 
emergency Index — char 1 

emergency!, ink = char 1 
privs = char 1 0 
enrol ler= int 8 
emergencyUseCount = int 4 
status= int 1 
Xf-^X7^-/V F«^<D 1 O : 

0 : W± 

1 :®jfP 

2 : i^mm^m 

I BDttP I ClC&^TmftWfZflZo 

§^OI BD«, I B D^\(DY ^-trX^^^-r^)/ii6, MA<D-t^a.V 
f-^-ri/;^ F V y ^Hgijn- F\ 7Xh^A, 

I B Dglii 1 ~DliA_t<D R A I DfVUXtaotjfi^nS 40MBO2 
^fSfgi^oTV^o ^©IBDbn-Ftt, /Wt^h'J'y^Wl 

fe§o IBDl/3-Ftt, P I C±(D ($5^^ <S£tfcD) 2^^y^^^X^f$ 
oTfE'lS^tl-So ^Xfi^U — K:fEti2fU 6 4MB (64MB^y 
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mmmmt lt2 oto i b umm^^zs^y ^r^ftLr^^ic2 om-tf& 

I BDgt, PIC^-7°'JXh, fill BDgl'JXbtt, E<DP I C 
£/cttP I C 7°cD^y^W ^r-yt/tf^bSB^ IB 

nr;fflAf- ^-x 

&4r<9#MfA3;fc&f@A£>B I Aglf/WX^Lt, ISnJ^n/'dHA^- 
£^-X (A I D) tt, f/WXOt-t-}aoTfffl^^n/i:iAOU 

titer Z-tx%:m®;1r%c£-e&% 0 MZIS, y Mi A©^-5t/Wt ii?n 
fc^?r^f^J£<fcoTO^ffl£nt#5o A I D<E>^2 OJS&fi, JLUIH W.tLIS 
^-^;V<D{@IA<DB I A^^sm«^B%^^, Uf^^POS^-5tWB 
I A^lg^fe£OU^;W^c4Q^T, ^T<D^A^%3BIP#fc:<fcoT^;* 

m&ztitcMAcou^-F commit •■ 
i^m^ntmx : 

hardware I d = int 4 
biometricId= int 4 

Hardware I d IEM3&^M©-r— Xlcfetf^ l^- F^M<U ^ L 
TbiometricI dfi, lAO/W*^ h U >y ^t 2 — X^jS^-r^o 
DPCtt, fiA^fSAS/c^^ffAB I Af/^X^JffltSCtA^i^ns 
fr^frO^x'y^tf&^&^ti^O-t? 1 ^ DPCti, IE lA ^Hardware I d £: 
biometricl d £%W~3&%Z^tltcmAUa— K ?-x >y ^"T£ 0 

fiAB I A-rvWX^ IE^&^BOt*--^— Xlc&^T 1 (f@A) tcfS^ 
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IBAfVWX^, 2 0<D3§in^Ig£ft;fc^A;&i#^ ^— 1 , 0 00 
10X100, 000 + 2X1, 000, 000-3, 000, 0 0 0X>h'J 

J^. tu © f£J& <D v 2 - # ^ — x 

J^tuOlt^O^-^^-X (PFD) & x jg^^fe^^fe^Bf^-e/cS^n/i 
^>^-^TA^r^of[iIA^at)-rUn-K©^AJ?JcT:^^o PFDttSfc, P 
F Dl^c-^LfciBil^to I B DrtOfHA^irT^/iid, fg^X^-AgjfF 

A^PFDrtKAn^ufci^K fEIA^P F D^«< C fflMOSBH 
no»J>&fl&m WIT 35 5 o 

frbt^I B D 1/3- FW^f^^Si: LT v—^Stl Style, iA<0 1 
«LT2^Wt^ h'Ay^Xtt fSAO^ij^^^ffl^tx^fcO 
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primaryBiometric— Biometric 
secondaryBiometric — Biometric 
Biometricld— int 4 
P I C-char 1 0 
phoneNumber = char 1 2 

lastName — char 2 4 
f irstName — char 2 4 
middle Initial — char 2 
S S N -char 9 
privateSignal — char 4 0 
address — char 5 0 
ZipCode — char 9 
pub 1 i cKey — char 6 4 
checksums — int 4 [10] 
accontLinks — char 3 0 [10] 
emergencylndex — char 1 
emergencyL ink — char 1 
privs — char 1 0 
enrol ler — int 8 
emergencyllseCount — int 4 
status— int 1 

x9-—$xmmrA(D 1 o : 

0 : W\t 

1 : Wlft 
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e> «d « h,(D m& l -r § & ^ & , ir- # ^- x ihh-t § 46 
7^5o pfd^ io^fn<DD p cmtfmmiz 

RPT^BIA 1/^X^^rfiJO^TJ; <1> ( 1 2 3 4 5 6) 



B I A^R P T OK 

RPT->^7 -fe— *J1£B$L < h ^ 3 » 

B I A-»R P T <h^>^^>3 >'J ^X^h^>yfe— >*> 

B I A->R P T OK 

bia/lcd: <d p c^tnm^y 

R P T^D P C <h7>f^^a>'J i'lXh^v-b^) 

DPC : h U ^^£D^14M^ 7i3^>h#^DtBL 
-^4024-2256-552 1-1 2 1 2 

DPC^V I S A <7#|3 4024-2256-5521-1212 

452. 33 12345 6) 

V I SA^DPC <OK 4 0 2 4-2 2 5 6-5 5 2 1 - 1 2 1 2 
452.33 123456 ^fgn— F> 
D P C : 

D P C^R P T <h7yf^->3ybxlyx^7t-^> 

R P T^B I A UTs^y^fr^ <h7>f ^^3>bX^>X^7 

<8> 

BIA/LCD: (b7>f^^3> OK: I am fully persua 
d ed of it> 

BIA->RPT <OK (»-F>) 

R P T : mt^— K^U->— h tcEfW£<]: 
-0£— hPOSiffi}^ (Internet Point of Sale Terminal) 

ci ©*§^ i PTttf7yf^^a z/<Dmm<orziibW$ bia, d p c £iifi 

t§ 0 b^V-^'^^a >»«4 5 2. 3 3, iA7*«)Vh«4 0 2 4-2 2 5 
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- 5 5 2 1 - 1 2 1 2, -f>£— ^<y MSAtem e r c h a n t . c om^Cfu 
U f©SA3-K{il 2 3 4 5 6, ^LtIA«3- l~I am full 
persuaded of it. J T?5d^> 0 

I P T^m erchant. com <U V— X^ffl^tgT&nM 

An-FWin> 

merchant, co m^ IPT <OK 123456 mere 
h a n t . co mi^®t> 

I PTttt7'>3 yiMl, merchant, c omM 

I P T — »m erchant. com <-tr *y v 7 a >ti> 

iSA £ o^TO^-OflOjifg^-fe >y ^ a yimt ^-ft 
merchant. com^IPT <m&RZfM8iffi$B> 

mx : r:7/i/-\y^— M§4 5. 3 3 j ©JJtSfcSgiR 
ipt^bia Hlg^iS^J; <^l§> 

BIA^IPT OK 

IPT-BIA ;Ut^b'Ay^^i« <20> 

B I A/LCD : <i^-3tt^^^;l/£D±tl^TT?t\ > 

B I IPT OK 

I P T^B I A PI N^^f-^J: <4 0> 

BIA/LCD: <&%fc<DP I C £A2J U t(D'& <A^> 
LTT2l/\> > 

<@A«P I C^A^JU ^-©^ <A^> ^ffto 
B I A-> IPT OK 

IPT^BIA 7A'»'hS^i#^J; <4 0> 

B I A/L C D : <^Jgte&%fcor#^> h^>7^y ^Xn-F 
^rA^U <A/J> ^ltT$t\ > 
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{®a&3-k£a^u ^<om. <\±i> *mto 

B I I P T OK 

ipt^bia m<Dmmm&m£ <45. 33 ><4o 

> 

B I A/LCD : (14 5. 33 OK?> 



O K 

l^X^fiJD^TJ; <1> (1 2 3 4 5 6) 
O K 

5* ^rfij D M3 T <2> (merchant. 

O K 

l^X^fiJD^TJ: <3> <:7;i/-y^-^> 
O K 

* v -t-i/Btii <mm h^>wisa » 

O K 

B I A/LCD : <D P C«^*ff£(*>> 
I P T^m e r c h a n t . com <5sP3 b ^ >"*f ^ ^> 3 V U ^:r_X 

merchant, c om^D P C^ltt^rffl^TD P C 

merchant. cora^DPC CMM h ^ >*f& i/ 3 > U ^XX 
h ^ >y-fe— >>> 

dpc : h u >y ^cDm^m&n, r^^>h#^ottiL 

-^4024-2256-5521-1212 

DPC: 3— F 1 2 3 4 5 6 K&.'O^ y& — ^ v h-merchan 
t . co mtD^ttfiEBi! 
D P C -> V I S A <f^ES 4024-2256-5521-1212 



B I A^I PT 
I P T^B I A 
B I A^ I P T 
I P T^B I A 

c o m> 

BIA^IPT 
I P T^B I A 
BIA^IPT 
I P T^B I A 
B I A^ I P T 
B I A^ I P T 



(152) 1-5 1 18 8 2 

45.33 12345 6) 

VI SA^DPC < OK 4 0 2 4-2256-5521-121 
2 45.33 123456 ^ggn- K> 

d p c : v^mm 

D P C~~>m erchant. c o m < b ^>"tf ^v'a 
-tr->>> 

merchant, co mte^^Jn — K^J&SW 
merchant, co m— > I P T < h v >1f ^ a > l^X^^X ^ >y 
•b — 

I PT^B I A UX^yX^-ti (h^yf^^aVL/X^yX^'y 
-fe-^> <8> 

BIA/LCD: < r-^y-ifx^a 70 K : I am fully persuaded 
of it> 

BIA^IPT <b7yf^^ay OK> 
-<y$—^v Y^&t\%$ — ^.-f-Jl (Internet Teller Terminal) 

icmmB i a, d pcrott©^>^-^7 M^-^^^iiM-rso dp am 

ITT^bank. com < U V-XftM£ffl ^££T$> tariff 3- F 

£&&cgn> > 

bank, c o m-» ITT <0 K 1 2 0 0) 

itt^bia nm^mM^a <&m> 

B I A^ ITT OK 

I T T-> B I A h U vf7*%mi£& <2 0> 

B I A/LCD : <^)£oT^£^;I/cD±tcg^TT£^o > 
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B I ITT OK 

ITT->BIA P I N^fXtf-^i; <4 0> 

B I A/LCD : <fc%/i<DP I C^AtfL, ^(D^k <A^J> 
LTT?^o > 

f0A«P I C^A^U <A^J> ^rifTo 



B I A-> ITT OK 

RPTh>B I A /ij^^ht^ftJ: <4 0> 

B I A/L C D : CkKT ii^ > F-T Vfy ^Xn- F^A^U 
LTs <A^J> ^fflTT?^> 

{iAten-F^A^U <A^> ^If^o 
B I A^ ITT OK 



B I A 



<o <i2oo> mn^ 



ITT OK 

B I A l^X^fiJ^TJ; 
ITT OK 



< 2 > (bank, co m> 



I T T-> 
— K) 
B I A^ 
I T T^ 
B I A^ 

ITT^BIA U^X^^fiJD^TJ: <3> <ITT. port, 
bank. com. port) (TCP/I 
BI A^ITT OK 
I TT^7^2- z/%Bl%-& «fc V 
B I A-> I T T <^>y h7- - 
B I A^ ITT OK 

B I A/LCD : <D P C#gP£:#fi£ff > 
ITT^DPC <^7h7-^^L/f»^ 

D P C : F U >y x©W?i]'l4fiE0i!, 

x^^f, mm 

D P C : 

DPC-^ITT <T--y h7- 



XJiX F> 



Zjlx F> 



(am 
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I TT^B I A UX/j-°yX^t <^7b7-^^l/f>^t;VU 

b i Aa^t°>x^i^i, ux,f°yx^Mt§ 

BIA/LCD: <^l/f>i/t;VOK : I am fully persuaded 
of it> 

BIA^ITT <&^mMV ^X h * 
B I A— > I T T <-t? >y >- a >$t> 
B I A-> ITT OK 

BIA/LCD: (bank. comfcO^ii^) 
ITT^bank. com <^ii'J^xXh^7"t-^> 

bank, c o m&^H^ffl^TBg U ^ Is^z/l/ * )\,0)^$i 

bank, c o m-> ITT (OK) 
ITT^bank, c om|»^ h^y+f >«^T I T T/Sgff 

-tzw^a >H^:fflt^T I T TJc<fcoTHg#{b^nSo 

mnm^m-?&z>t&fe-?&&£>®z> b^>+^>a b i ao^u 

bank, co ITT < <M^]'\m^mm £>*f2&14£:sE 
ITT-^BIA $® <Bi^W^J'l4rag^> cD^ijfl^fiEBj! 

b i k\t^-\ i/y^^i/a >*mmtL, g^tSo 

B I A/LCD : (OKtt : 12, 420. 00 £1 023- 
3302-2101-1 100 }C?siM> 
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B I A/LCD : (bank. corat$igl^> 

bia^itt <ok <mmt^nrc^^mmux^>x> > 

I T T^b a n k. com <mmt% nrcm%}&Mffl 1/X:i?yx> 

Mlr^m%}$n~M (Electronic Signature Terminal) 

CCDm-S, E S TafVi>^/H^^M1-^/c^ UPPB I A&tfD PCt 
3mUt"£>, iAWn- Kfi ri am fully persuaded of it. J V%> 
K> , m&ZtlZZMte TThe Letter of Marque. J hmXtlZo 

c e t->b i a mm^mm^x <m%> 

B I A->C E T OK 

CET-^BIA J^**hVvtr*%m'&£ <2 0> 

B I A/LCD : T^£^;bcD±^e^TT£^o > 

B I A^C E T OK 

C E T->B I A PINWW <4 0> 

BIA/LCD: <£>%/ccDP I C^AtjU foi <A77> 
LTT2l/\> > 

{@AfiP I C^AAjU ^cd|£ <A77> £Wo 
B I A^C E T OK 

CET-^BIA 3cm(Dm?mmm*££ <Letter of Marque) <4 

0> 

BIA/LCD: TLetter of MarqueJ O K ?> 

MAltO K%AtJ-?% a 
B I A^C E T OK 

CET^BIA U^X^^fiJ^^TJ; <l> <^*MD5ffi> 
B I A^C E T OK 

BIA^CET <t-Ti«^xXh> 
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B I A^C E T OK 

B I A/LCD : <D P C «^*tfg^> 
CET^DPC (t^'^iXh) 



d p c : l- u v^oimmmm, m^tt^ta, w%r-* 

D P C : ifcgg&rn— KEtff 
DPC-CET <t?f^bX^yX> 

CET^B I A L/X^yx^t <I?i^l/X4-°>X> <8> 
B I A /LCD : (^fOK : I am fully persuaded of it.) 
B I A— > C E T <OK <i^f+Xh3-H>> 
I^Bj^tl/cm?^— — ^/l/ (Certified Email Terminal) 

c^m-a^ c e Tmm^tircm^-^-ji^mm-r^rMc wb i ar 

tfDP C trnm-tZo flA«3- Ftt ri am fully persuaded of it. J U 
£>Ds -%M%il& TPost Captain. J TSSo 

C E T->B I A Wfg^/E-^J; <^H§> 

B I A^C E T OK 

CET-^BIA W^h'Jy^WW <20> 

B I A/LCD : <^^-aH/^^^;^±^l^tT?^o > 

f@A«:^X^-V-?— <D±tCg< 0 
B I A-^C E T OK 

CET^BIA PI N%m^£ <4 0> 

BIA/LCD: P I C^A7Jb, ^<Dt£ <A7J> 

LTTJl\ > 

fiA«p i c^a^u ^(Dm <a^> 

B I A~>C E T OK 

CET^BIA jZm<D^$mi£mm j ££ <Post Captain) <4 0> 
B I A/LCD : TPost CaptainJ TOK?> 

f@A«0 K^rA^-r^o 
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CET/X^'j-y : <^f^VXh?> 

<fred@telerate. com joe@reuters.com) %tA?] 1 t%>o 



CET^BIA ^X^^|Jf)STJ: <1> <fred@telerate.com 
joe@reuters. com) 
B I A-*C E T OK 

cet^ ^-^^/jjcfrcfc <scwm m> 

B I A >c !•: T Oil j^C.'^MlU ^.xx h) 
B I A^C E T OK 

BIA/LCD: <DPC#gP£*f|£fti> 

C E T->D P C <*?3£«fffiU b) 

d p c :/^**hv vttDmmmm, * *y -fe-S^&^/jJu * 

y-fe — i?# 0 0 1 2 3 4%MT 0 

d p c : mm^~ FTO 

DPC->CET <lfitil!±ll/X^yX> 

CET^BIA <H^t«ltfjbX;}-°>X> <8 

> 

B I A/LCD : (ifOR : I am fully persuaded of it.) 

BIA^CET «fOK < 1 2 3 4>> 

CET^DPC (iMf-^'J^xXh, 1 2 3 4, -fe^aV 

1 , ^fcrn:) 

DPC-^CET <ifitf-^l/X^yX, 

CET^DPC <®?3t«^-^U ^IX h s 1 2 3 4, -fe^^ 3 > 

2 \ t^xc) 

dpc^cet (iHff-^ux^yx, 

CET^DPC (IfJtf-^'J^xXh, 1 2 3 4, t^>> 3 > 

3 ^ ^fc^> 

DPC^CET <t^«f-^l/X>f^X, ^> 

CET^DPC (IHff-^^xXf, 1 2 3 4,-fcr^^ 3 > 
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4, $rr> 

DPC^CET <i?^tf-^U7,fyX, h77^ 1 2 3 4. 1 
12 3 4. 2> 

D P C^fred@telerate. com <e^< — ;!/ 1 2 3 4. 1 j^y-tr—^ 
D P C^joe@reuters. com <e^— ;1/ 1 2 3 4. 2 ^-y-tr— >^ij 

mailer@telerate.com -»D P C (1 2 3 4. 1 ©^iIS]e 

> 

D P C ^sender@company. com <e 1 2 3 4. 1 ^f^-lcM 

mailer@reuters. com^D P C < 1 2 3 4 . 2 O^Jlii^D e ^— /I/ 

> 

D P C^sender@company. com <e ^— /l/ 1 2 3 4. 2 §tt^fc:ifi 

CET-^BIA Wf£^lg5&±£ <^!§> 
B I A^C E T OK 

C E T-> B I A /Wt^h'J7^W« <2 0> 

B I A/LCD : <#fi%fto T^£^*;V£>±fcil^TT£ </\ > 

B I A~>C E T OK 

CET^BIA PINWItirJ: <4 0> B I A/LCD: 
fcOP I C^LLTT^^o > 

f@A«P I C^AtjU <A7J> *mto 

B I A^C E T OK 
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CET->BIA U^X^^fiJt)^T«fc <1> (1 2 3 4. 1> 
B I A->C E T OK 

C E 1-**v*L—i/1kl&m&& <«^b> 
B I A^CET Ca-P^#lX *9 tii b U tJ^Ts h> 

B I A->C E T OK 

B I A/LCD : <D P C ^tm^> 

c e t^d p c m^jtmm'omisV tax b> 

D P C : /W*-* h U >y ^^W^ttllHJI. 1 2 3 4. 1 (DlkM 
D P C : $8^3— K5tf# 
D P C^C E T Ot^OTxDWL^X^X) 

cet^bia i/x^yx^t Dm lux ^>x> 

<8> 

B I A/LCD : <i*OK : I am fully persuaded of it.) 
BIA->CET «*OK <*v*2—i?m>> 
C ET/X^'J-y : fit^ftU ^-O^TOttn 
^fe^r^y ^XiK (Secure Fax Terminal) 

C£>i§£\ S F T(i^7r 'y^X^M"rSfci6, BIA/cat vSctf 
D P C tiifrrSo 

SFT-»BIA hU v^mm^k <2 0> 

B I A/LCD : <i^oTV^;^/bO±(<:lV^"F?l\ > 

B I A^S FT OK 

BIA/LCD: <&&rc(DP I C^rA^L, <At l J> %W 

lTOt\ > 

f@A«P I C^A;bU ^<DlJs <A^> ^Jf-To 
SFT^BIA P I N£riS5£-&J: <4 0> 

BIA/LCD: <WcO^>f h;Kyf-y^X*A^U 
'& <A^> WLTOK > 
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fSAte^-f h;I/-T >f7^X^L> ^Ofl <A^> ^flF-To 
SFT->BIA h;Wy-r^ K^ISS^ri: <4 0> 

B I A-^SFT OK 

flSIAfi < 1 510 944-6300*525#> ^A^J 
{®A« < 1 415-877-7770 #> ^A^J 

#?tmfz>) > 

{@A« <#> %A£l 
S F T->B I A l^X^fiJD^TJ: <1> (1 5 1 0 9 4 4 6 3 
00*525 1415877777 0) 
B I A^S FT OK 

S F T-^y-fe-^^fiJttfJ; <^C«^m> 
BIA->SFT <^7T>y>xmmVt7J^Xh> 
B I A->S FT OK 

B I A/LCD: <DP C#g|5£:*ti£*> 
SFT-^DPC <^77«y^Xjftil^iXb> 

D P C : W^hU ^<D^14IEf^ ^ 'V-fe-v^^fiJcs ^ «y 

-tr— S/# 0 0 1 2 3 4^jg-To 

DP C : Sf^n-FMf 
DPC^SFT <$^7r >y ^Xlf ffiUXt^X) 
SFT^BIA UX^^X^ <^7 7-y ^X^HJ UX^VX) 
<1 0> 

B I A/LCD : <3£#0 K : I am fully persuaded of it.) 
BI A->SFT <MOK <0 0 1 2 3 4>> 



(161) 

S FT^DPC <^7)"^Xf' 
iy a > 1 , 

DPC^SFT <^77-y^r 
SFT^DPC (^777^Xr 



1 1-51 1882 
^ U ^JiX K 1 2 3 4, 

£ U ^XX K 1 2 3 4, -t!^ 



Z/ay 2 , ^tt> 

DPC^SFT <g^77'y^Xf-^UX^^ *5t> 
SFT^DPC <^777^r-^J^XXh, 1 2 3 4, 
iSB> 3 , ^> 

DPC^SFT <gi77>y^Xf-^UX^>X, 

SFT^DPC <$i77-y^Xf-^'J^XXh, 1 2 3 4, t7 

4, #rr> 

DPC^SFT <^7 7 7^Xf-^^X^>X> 
D P C ^7 T y & XWtft 15109446300 
DPC-»SFT6300 <7 T ^XO^flc TSam Spade J TFr 
dJonesJ^D 1 2 3 4. 1 4^— v^t^) 

d p c ->wmmm 

D P C -^7 TV>7 14158777770 

DPC-^SFT 7 7 0 0 <7 7 7^XOii Tjohn JettJ fFr 

d JonesJ «fc D 1 2 3 4.2 4^— v1#^> 

D P C ^MtjJifr 

[tA©S F TTIi, -*t 2*^:7 U>y Kfr££ij3tLfc:£#:7r y £X 
^)Slfi^rMT, h77 + ^3-Kl 2 3 4. l»TDPCfr5© 
ifOK0tHl»t5o ] 

SFT^BIA /W** hU-y^&Stff-thfc <2 0> 

B I A/LCD : <3££:fto Ti/^^^;l/©±Jcffv>TT^ l\ > 

BIA^SFT OK 

SFT^BIA PI N;&Etf#-&<fc <4 0> 
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BIA/LCD: <M/c©P I C^A^U ^r<D^k <A77> %W 
ITT^K > 

fiAtiP I C£A2jU %<D%k <Xtj> *W-To 
B I A-^SFT OK 

SFT^BIA U^X^^fiJD^TJ: <1> ( 1 2 3 4. 1> 



B I A-^SFT OK 

S F T^^>yfe-^^fiSc-&<fc CfcOT^tiJL) 
BIA^SFT <g^77 ^XXUxDtBL'j ^:nX h> 
B I A^S FT OK 

B I A/LCD : <D P C ^tM^> 
sft^dpc <^yr y^X^OtiibU X« h> 

D P C :;Wt^h'J ^^(D^m^Um. 1 2 3 4. 1 

W^b'J-y^P I C -Sara Spade ^WMT Z> 0 

D P C : ^-^-XcDltf^- K^$?^ 
DPC-^SFT <^yr >y XXMdBLl-'X^yX) 
S F T->B I A UXsjCVX^-t* <g^7 7«y^XKl3tilLl/^ 
>X> <8> 

B I A->S FT <3^tOK : I am fully persuaded of it <^<y-tz 

S F T/X^D-y : <itOK : I am fully persuaded of it> 
S F T AX ZV — l/: 777 ^ XEP^ 
h U ^y^f^SiirftiA (Biometric Registration Terminal) 
Z (Delete, BRTWlA^->XfAl:Igt5fci6t, SUB I A&^O-' 

d p c t&mir% 0 

b r t-» b i a mM*mfe&& <^m> 

B I A^B R T OK 

BRT^B I A /S-Y^p* HJy *£Etf##«fc <2 0> <AMUit> 
B I AALCD : <AML^t£oTI^^;1/<D±&<:iB<^TT£ 



(163) ^¥ 1 1-51 1882 

V\> > 

{lAtiAMU^X^-J— ©±tcg< 0 
B I A^BRT OK 

BRT^BIA /^h'Jy^iti:<J;<2 0> <^> 
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